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Part 1

User Application



Logging In Using Face Authentication

* Remote Security app will start
when you login into your laptop

e User ID should already appear in
the ID field. If not, please enter
your ID

* Look straight into the camera
and press “Login”

* |f login fails, please try again

* Please ensure that face is not too
dark

* There is no glare from eyeglasses
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< ( Key Elements of the Security Window

0 Tetherfi Remote Security Version: 2.1.3.26
Supervisor Chat
— Click to open
Live Chat Window
Camera
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< f Minimizing and Restoring the Security Window

0 Tetherfi Remote Security Version: 2.1.3.26

Minimize
Window by
clicking X or --

Icon will appear
in System Tray
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Click on
“Restore” to
restore the
Window
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< f Compliance Scenario — Mobile Phone in View

0 Tetherfi Remote Security Version: 2.1.3.26 =,

Mobile
Detection
Error

Red border —
Compliance
Error

* Mobile phonein view will generate a compliance violation

« Compliance violation reports are captured and can be seen by supervisor



< ( Compliance Scenario — Person not in front of desk

[ 0 Tetherfi Remote Security Version: 2.1.3.26 —
o Timer will start a
seconds count-down. At timer
expiry, a violation is

reported

Red border —

Compliance

Error
-

No one in

front of device
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* Person not in front of the desk scenario is captured

* If person is away from desk for configured time, a compliance violation will be reported



‘ f Compliance Scenario — Multiple persons in the vicinity

0 Tetherfi Remote Security Version: 2.1.3.26 —

@ i3 Violation indicator with a
seconds .
count-down timer.

Violation reported when
timer expires

Red border —
Compliance
Error
Multiple
persons in

front of device

* Multiple persons in front of device is captured

* If multiple persons are in front of camera for configured seconds a compliance violation will be reported



Supervisor Chat

o Tetherfi Remote Security Version: 2.1.3.26

Chat with Supervisor

Report “False Reject”
scenarios, when a real
violation is not captured

* Agent may chat with their supervisor using the chat option

Toggle
between chat
and camera
view

Application
parameters



N f Screen Block — After compliance violation

Screen block —
After some
compliance

violations

an event, please contact your supervisor to unblock the screen. To avoid the screen block again please
guidelines while working on computer

er one time password
Jemeicogn s insatis |
[ oo | )
Enter unlock Chat.W|th
provided by supervisor for
supervisor unlock code

» Screen block will be placed for some compliance violations

« User must get code from supervisor to unlock the screen



Part 2

Supervisor View



< f Logging into Supervisor

* Logging into supervisor — Using a valid Supervisor ID
http://<SUPERVISOR URL>
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< f Key Elements of Supervisor Window

“peep” on user to
see what is
happening on their
user desktop

B0 | .7 Tetherfi Remote Security - Super X Sign in to your Microsoft sccou X | () Post Attendee - Zoom x | + - o x
& C & hups//uspocietherfilabs.com/TRSSupervisor/# s | @ 0o © = @
3F PreSales- Dropbox [ Tetherfi  (2) Instant Search quer.. (@) Launch Meeting-Z.. [ Stretch Video ") Other favorites
0011 ! DemoSupervi... 5 W = Force user
=0 Active Agents B Violation History ~ B cChat Channel ~ screen to bIOCk
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= aQ c Sagib : User History

List of users
currently
connected

Outstanding
violations for
user

Current status —
Green indicates
user is currently
connected and
yellow signifies
not connected

08-Apr-2021 10:18:45
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08-Apr-2021 0819 09
06-Apr- 2021 084252
08-Apr-2021 08:42:35
08-Apr-2021 08:42:03
08-Apr- 2021 08:4143
06-Apr- 2021 08:40-36
06-Apr-2021 10:13°57
06-Apr-2021 10:12:54
06-Apr- 2021 10:10.09
06-Apr-2021 1011004

06-Apr-2021 091243

User violation
history

Gadget Delected
Token io release blackout is 195919

Gadget Delected
Token to release blackout rs B1553

Camera Block Detected
Token to release blackout s 315800

Camera Block Detected
Token to release blackout is 326391

Camera Block Delected
Token fo release blackout is B57808

Camera Block Detected
Token to release blackout rs BB3554

Camera Block Detected
Token to release blackout s 853008

Gadget Detected
Token fo release blackout is 833805

No Face Detected
Token fo release blackout is 839813

Gadget Delected
Token to release blackout s 523621

Gadget Detected
Token to release blackout is 752840

No Face Detected
Token lo release blackout is 259549

If screen
blocked, unblock
code is listed

08-Apr-2021 11:4714

Face Authentication Success

08-Apr-2021 10-11:44

Face Authentication Success
09-Apr-2021 09:17.25

Face Authentication Success

06-Apr-2021 100714

Face Authentication Success

06-Apr-2021 09:58:18

Face Authentication Success

Version: 2.14.3

Unblock user
screen

Face
Authentication
Events

Send chat
message to user



Part 3

Rules Table



Default Rules Table

Violation Type Violation Timer Screen Block Application Desktop Actions

(time for violation to be Stopped / Killed

generated)

Before Login — (Face

not authenticated) Notepad Clipboard Cleared
Face auth fails —
(After Successful Notepad Clipboard Cleared

Login)

Person not in front of

3 min Yes
Camera
Mobile phone 2 sec Yes
Multiple persons 5 sec Yes

* Rules and timer values can be configured as desired
* Application to stopped

* Any Desktop action required
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