CredSSP encryption oracle remediation issue.

Please follow the below steps to resolve CredSSP encryption oracle remediation issue.

RemoteApp

8 An authentication error has occurred,

The function requested is not supported
Remote computer: bensinger-broker.neverfail.com

This could be due to CredSSP encryption oracle remediation.
For more information, see https://go.microsoft.com/fwlink/?linkid=_866660

Use the group policy settings changes described below to rollback the changes to ‘Vulnerable’ state
to allow RDP access.

1. Open Group Policy Editor, by executing gpedit.msc. in

= Run

=] Type the name of a program, folder, document or
~— Internet resource, and Windows will open it for you.

Open: v

OK Cancel Browse...

Policy path: Computer Configuration -> Administrative Templates -> System -> Credentials
Delegation

Run gpedit.msc and expand Administrative Templates

Local Group Policy Editor

File Action View Help
s =) ﬂ

Local Computer Policy Local Computer Policy
v & Computer Configuration

Select an item to view its description Name
Software Settings

Windows Settings # Computer Configuration
& User Configuration
~ ¥& User Configuration
Software Settings

Windows Settings

Administrative Templates
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CredSSP encryption oracle remediation issue.

Expand System

A/ Local Group Policy Editor
File Action View Help
% 2m s> Em v

A Local Computer Policy
v & Computer Configuration
] Software Settings
1 Windows Settings
~ . Administrative Templates
1 Control Panel
) Network
| Printers
] Server
u and Taskbar

e Components
25 Al Settings
« & User Configuration
1 Software Settings
] Windows Settings
. Admunistrative Templates

Expand Credential Delegation

i/ Local Group Policy Editor
File Action View Help
o 2m = Em Y

v [ System
] Access-Denied Assistance

Device ara

Device Health Attestation Service
Device Installation

Disk NV Cache

Disk Quotas

Display

Distributed COM

Driver Installation
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Edit Encryption Oracle Remediation

A Local Group Policy Editor

Fle Ation View Hep
e« 2mEHEn Y

Select an item to view its description.  Setting

| Control Panel

] Network

| Printers

| Server

] Start Menu and Taskbar
] System

] Windows Components
7, Al Settings

Select an item to view its description.  Setting

] Control Panel

1 Network

| Printers

| Server

(1 Start Menu and Taskbar
2] System

] Windows Components
2L Al Settings

By [ ——

1) Access-Derved Assistance

2 kov Select an item to view its description.  Setting State Comment
) Audt Process Crestion 2 Rlow delegating default credentials with NTUM-cedy server a_  Not configured No
| Credentals Delegation & Nat configured No
] Device Guard Not configured No
2] Device Heaith Attestation Service £ e t Not configured No
) Dece Installation I Alow delegating fresh credentials with NTIM-only server aut.  Not configured No
1 Disk NV Cache 1 Remote host alows delegation of non-eportable credentials  Not configured No
1) Disk Quotas '+ Alow delegatng saved cedentials Not configured No
£ Display . Mlow delegating saved cedentials with NTUM-coly server su_  Not configured No
BB Cutibet 004 . Doy dlgatng et orderls Not crhgured o
S S hhston £ Deny delagaingfesh redents Not configured No
- m 2 Deny delegating saved credentials Not configured No
B e I Restrit delegation of redentuls to remote servers Not configured No
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Select Enabled and change Production Level to Vulnerable

3. Runthe command in command prompt “gpupdate /force” and press enter .this will apply
group policy settings.

C:\Users\admin> gpupdate /force
Updating policy. ..

Computer Policy update has completed successfully.

User Policy update has completed successfully.

C:\Users\admin>

4. Your remote desktop connection will be working fine now.
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