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Introduction
This document provides overview of Tetherfi Management Console (TMC) architecture and features.

TMC is a web-based application for administrating Tetherfi products. It will allow you to configured and monitor
all Tetherfi products.

Components

Below are the components involved in TMC:
1) Tetherfi Management Service
2) Tetherfi Alert monitor service
3) Tetherfi Management Web application

Interfaces

Common Feature

TMC authentication is based on IIS- windows authentication. Supervisor can provide TMC access to users using
‘user access management’ module of CMM or user can directly access TMC link.

User need to use Internet Explorer 10 and above to access the TMC application. Some features will not support
with other internet browser. Below is TMC URL.

https://<IP address>/Tetherfi_Management_Console

TMC is strictly for IT and support team who needs to support BAU. Once user get access to TMC from CMM, all
below functionalities are available for the user.
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1. Dashboard

Purpose: It displays the alerts sent from TMC in form of pie chart.

Search Criteria: N.A.

Allow functions: N.A.
[ TMC - Tetherfi Manager X — x

&« C | ® 43.24581.180:2

ii Apps For quick acce:

©,  Velcome Lot Losin:
@ Dashboard

L System Management

Service Manager

Veice process manager

L3 utilities

Configuration

. WindowsProcess - 4
¥  connectivity check

S pata

Logged in agents
Wallboard
WindowsProcess - 4
Aux codes
Auth server
Proxy server

Work queue

L\ Alerts

2 Audit logs

Tetherfi™ Technologies. 2.0.11.06 I

4:41PM

== 9 [ o= wi A~ & B FaelbA

2. System Management

Purpose — This menu display all services of Tetherfi product running on server. If your server is with 64 bit
TMAC, then Voice process Manager Option will display all agent voice processes running on that server.
This module will monitor CPU and memory usage of each service. If it reaches beyond the threshold for
specific time then TMC will trigger an alert via SMS/email. It will also write usage of CPU and memory for
configured interval in log file.

a. Service Manager:

Purpose: This option will display all windows services of Tetherfi product running on server. It will
display below details of each process.
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Column name Description

Process ID Windows process ID

Process start date time Process start date and time

Service name Name of service

Version Version number

Service path Deployed path of service.

Current status Running/Stopped/Paused/Stopping/Starting
Service started True /false

Service Start Mode Manual/Automatic

Threads No. of threads running under each service
CPU Usage Current CPU usage.

Memory Usage Current memory usage.

Allow Functions: Please note that below functions can be disabled.

e Start Process — Start the selected Process

e Stop Process — Stop the selected Process

e Restart Process — Restart the selected Process

e File Explorer- View all related deployed dll of this process with its version.
e Export to excel/PDF - export the process details in excel/pdf

Search Criteria:

e Process name — Name of process
e Server Name — Name of TMAC server

[3 TMC - Tetherfi Manager X -

x
& C | @ 43.245.61.180:25080 ef/Command r
i1 Apps  For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now
— @,  Welcome Last Login:
Dashboarie
o4 Commands / Windows Services
System
Management]
Tetherf v sm - m
Utlities Service Name Contains : {5) Export to Excel g Export to PDF
Proces_ | Process Start Date Time Service Name Version Service Path Curren..  ServiceS.. ServiceS.. ServiceType | Servic. Threads CPU Usage
Configuratior 0 01/01/0001 08:00:00 AM | SIT_Tetherfi_AuthServ D:\Applications\s Manual Own Process 0 0 0
¥ 78884 | 05/10/2016 10:37:22 AM  SIT_Tetherfi_AuthServ..  2.0.07.12 | D:\Applications\S.. ~Running true Manual  Own Process 0 11 0.00
s 0 01/01/0001 08:00:00 AM  SIT_Tetherfi_Dialer D:\Applications\s Manual  Own Process 0 0 0
«check
38720 | 07/11/201609:47:36 PM  SIT_Tetherfi_EmailSer.  2.0.11.06 | D:\Applications\S.. ~ Running true Manual | Own Process 0 17 0.00
= [ 01/01/0001 08:00:00 AM  SIT_Tetherfi_EmailSer. D:\Applications\s... | [Eluya Manual Own Process 0 0 0
=
Data 126256 07/11/2016 10:10:24 PM SIT_Tetherfi_Facebook.. ~ 2.0.07.22 | D:\Applications\s. Running true Manual Own Process 0 0.00
o [ L omnosrassm st oo mmmn-m
o 123968 27/10/2016 02:44:32PM  SIT_Tetherfi_Proxy_W.. =~ 2.0.07.12 | D:\Applications\S.. Running true Manual  Own Process 0 0.00
12324 | 20/09/2016 04:24:37 PM  SIT_Tetherfi_SMSAPI 13.08.05 | D:\applications\S.. ~ Running true Manual | Own Process 0 11 0.00
@ 10732 | 20/09/2016 04:24:35PM  SIT_Tetherfi_SMS_Ma 2.0.08.10 | D:\Applications\S.. ~ Running true Manual  Own Process 0 9 0.00
Audit logs
149236 11/11/2016 08:49:45 PM SIT_Tetherfi_TMACSer. 2.0.07.25 | D:\Applications\S, Running true Manual Own Process 0 20 0.00
205 |
[} . .
. R o oo 50 v items per page 1-18of 18items &
Management]
1l Stop Service m M Re-Start Service File Explorer
- £ i 453PM
L]

2016-11-12
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File Explorer :

-0

tetherfi

Helps the users to view all the files and directories within a selected folder. Below
screenshot shows the list of files inside selected windows servies

T TMC - Tetherfi Manageme X | +

< C 88 @

tetherfi.com:

£ Flipkart [}] Jabongcom @ Amazonin AliExpress iy eBay

@ Dashboard
€6 System Management

Service Manager
Voice process manager

License Manager

Configuration

Connectivity check

-
E b

L Aleris

) Log Viewer

() Application Installer

& Ssocial media messenger
Line Configuration
WeChat Configuration
Viber Cenfiguration

Facebook Configuration

Commands / Windows Services

Welcome Last Login :

T ———

H File : Facebook.xml | Updated on : 07/03/2018 01:08:32 PM | Size :103KB 3] Export to Excel

Se
~ Directoryname x
Proce
Filename File Version Directoryname Filesize Updated DateTime
1 events.js D:\Applications\Tetherfi\TMAC_Server 17304 19/07/2016 08:
Facebook.dll 6.8.0 D:\Applications\Tetherfi\TMAC_Server 107520 25/06/2016 01:

Facebook xml _ :\Applications\Tetherfi\TMAC_Server 106214 03/07/2018 01:

FacebookManager.dil 1.0.0.0 D:\Applications\Tetherfi\TMAC_Server 54784 25/06/2016 01:
FacebookManager1.dil 1.0.0.0 D:\Applications\Tetherfi\TMAC_Server 49152 25/06/2016 01:
Interop.AXS_INPROCLib.dll 2.2.0.0 D:\Applications\Tetherfi\TMAC_Server 139264 09/03/2018 02:
Libtextchat.dll 2.0.17.01 D:\Applications\Tetherfi\TMAC_Server 17920 09/03/2018 02:
loggcoc.dil 0,10, 0,1 D:\Applications\Tetherfi\TMAC_Server 1802240 25/06/2016 01:
Log4Net. config D:\Applications\Tetherfi\TMAC_Server 2908 12/03/2018 05:
log#net.dil 12 D:\Applications\Tetherfi\TMAC_Server 287232 09/03/2018 02:
Logger.dll 2.1.02.14 D:\Applications\Tetherfi\TMAC_Server 8704 22/03/2018 11
MBS_AMAC_Customerlayerdll  1.4.07.27 D:\Applications\Tetherfi\TMAC_Server 74752 26/07/2016 07:23:50 PM

| "
e ° 2 3 4 5 . »im 50 v items per page
«

I Stop Service | W Start Service | W Re-Start Service | &  File Explorer

153:04 AM

1 - 50 of 350 items

©

Current Status Service Started

e

Running true
Stopped false.
Stopped false.
I

1-4of4items O

Open/Download Files :

selected windows services

Tetherfi™ Technologies 2.01.06.25
TMC allows the user to view specific file contents or even they can download files from
= - @ X

T TMC - Tetherfi Manageme X | +

< C 8 | @

tetherficom:

¥ Flipkart [} Jabongcom @ Amazonin AliExpress i eBay

@ Dashboard

L System Management

Service Manager

Voice process manager

License Manager

Configuration

¥ Connectivity check
S pa

L Alerts

] Log Viewer

) Application Installer

& Social media messenger

Line Configuration

WeChat Configurat

Viber Configuration

Facebook Configuration

Commands / Windows Services

Welcome Last Login :

e Name -ace
<summary>
Se Tries the get value.
</summary>
Proce <param name="key">The key.</param>

<param nam
<returns></returns>

1 </members
<«member name="

lue”>The value.</params

:Facebook . Jsonobject . Add(System. Collections .Generic. KeyValuePair{System. String, System.Object]}) ">
<summary>
Adds the specified item,
</summary>
<param name="iten">The item.</param>
</member>
<member name

:Facebook.JsonObject.Clear™>
<summary>
Clears this instance.
</summary>
</member>
<member name="
<summary>
Determines whether [contains] [the specified item].
</summary>
<param nam
<returns»
- <c>true</c> if [contains] [the specified item]; otherwise, <c>false</c>.
</returns>
) </member>

:Facebook.JsonCbject. Contains (System, Collections.Generic. KeyValusPair {System.String,System. Object}) ">

item">The item.</param>

I Stop Service | M Start Service | W Re-Start Service

File Explorer

Current Status Service Started
I——
Running true
Stopped false
Stopped false
|
I 1-4ofditems &

Tetherfi™ Technologies. 2.01.06.25
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b. Voice Process Manager

Confidential

Purpose - This will display all agent processes running under 64-bit TMAC product as well as
TMAC voice library process. It displays below details of each process.

Column Name

Description

Process ID Windows Process ID

Process start Date Time Process start date and time

Agent ID Associated agent ID of the process
Station ID Associated station ID of the process
Process Type Main Process/Child Process

Execution Path

Physical location of voice process exe on
server

Protocol TCP/Pipe

Endpoint Endpoint URL of voice process

Thread Thread count created by voice process
CPU Usage CPU utilization by voice process

Memory Usage

Memory utilization by voice process

Allow Functions: Please note that below functions can be disable.
e Start Process — Start the selected Process

e Stop Process — Stop the selected Process

e Restart Process — Restart the selected Process
o File Explorer- View the deployed dll related to that process and its version.
e Export to excel/PDF - export the process details in excel/pdf

Search Criteria:

e Process name — Name of process

e Server Name — Name of TMAC serve

Page 7
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[§ TMC - Tetherfi Manager X

<« C | @ 43.24561.180;

= Apps For quick access, place y

@ Dashboard
£ System Management

Service Manager

Vice process manager
3 utilties
Configuration
‘? Connectivity check

Data

Logged in agents
Wallboard

Aux codes

Auth server
Proxy server

Work queue

D Alerts

8 Audit logs

&

ookmarks here on the bookmiarl

Tetherfi

£3] Export to Excel

Process Id
102536
210680
190360
204560
228220
72912
25380
25380
25380

ementConsole//C

mman

| Export to PDF

Commands / Voice Library Process

Process Start Date Time

07/11/2016 12:21:

/11/2016 01:57:

/2016 08:49:

/2016 12:12:
13/11/2016 01:57:
11/11/2016 08:49:
07/11/2016 12:21:

07/11/2016 12:21:

/2016 12:21:

50 v

24 PM
30 PM
46 PM
02 PM
10PM
46 PM
23 PM
23 PM

23 PM

celibraryP

ar. Import bookmarks now

SIT

items per page

Drag a celumn header and drop it here to group by that column

Processname
VoiceLibraryProcess
\ioiceLibraryProcess
VoiceLibraryProcess
VioiceLibraryProcess
VoiceLibraryProcess
VoiceLibraryProcess

AMACWebServerWin
AMACWebServerWin

AMACWebServerWin

Page 8

Agent Id
main4
1391212
main2
main3
1391211

mainl

Station I1d
maindevice
30002
maindevice
maindevice
30001

maindevice

Process Type
Main
child
Main
Main
child

Main

Execution Path
Applications\BT\TMAC_Server\VoiceLibraryProcess.e>

Applications\SIT\TMAC_Server\VoiceLibraryProcess.e

\TMAC_Server\VoiceLibraryProcess.c

:\Applications\DD\TMAC_Server\VoiceLibraryProcess.e

AC_Server\VoiceLibraryProcess.

D:y

D:\
D:\Applications\U.
D
D:\Applications\
D

:\Applications\SIT\TMAC_Server\VoiceLibraryProcess.

1-220f22items &

19 July 2019




c. License Manager

Purpose: This will display the license information of the product.

Search Criteria:

e Server family— Name of Server family

e Server Name — Name of server

e File Name — Name of the license file

f
tetherfi

License / License details

MacAdddress: "C4:54:44:5C:EF:6E",
ss: "202.158.214.54",
Hostname: N-LD936IEFVQV™,

ServerLicenselssuedto: "Tetherfi™,

TmacComponent: {
Product: 1,
TmacChannel: [

2

TmacProxyStack: [
4

2,

1,

3
NumbeofInstances: 1,

Productkey: null

EmailiianagerComponent: null,
InteractionWorkflow: null,
LicenseKey: null

15

Meralco v Production

"Tetherfi Tech. Pte Ltd",

IssueDateTime: "2017-84-27T00:08:80",
ExpiryDateTime: "2018-84-27T00:00:00",

TMAC

ServerLicenseIssueDateTime: "2817-86-12T21:10:48.7217562+88:80",

3. Utilities

Purpose: This module provides daily useful basic commands which can execute using TMC.

a. Network Statistics

Purpose: This option allow to monitor network connection both incoming and outgoing with respective

server. It will display below details.

Column Name

Description

Protocol

Name of protocol

Process ID

Process start date and time

My IP address

Server IP address

Remote IP address

Remote server IP address

Status

Listening /Established

Allow functions: N.A.

Search Criteria: N.A.

Confidential

Page 9
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r

[ TMC - Tetherfi Manager X '\ & network statistics comm: X { {7 Linux Network Statistics = % { [&] Monitoring Network Sta: X —

<« C | @ 43.24561.180;

13 Apps  For quick access, place you

@ Dashboard Commands / Network Statistics [netstat]

£ System Management

IP Addi & Port & -
Service Manager ress or 43.145.61.180 8090

Voice process manager m

3 utilties
Protocol Process ID Process Name Path My IP Port Remote IP Port Status
Configuration

"' Connectivity check

S Deta

=
Logged in agents
Wallboard

Aux codes

Auth server PR o oM 5 ¥ fitems per page No items to display

Proxy server

Work queue

D Alerts

8 Audit logs

< U = Q = B @ & ABoE B f 21111:1?'111

b. Avaya CM- View Commands

tw.w-ﬁ [ Welcome Last Login :

[¥]

S

Purpose: Connect to Avaya PBX and get result of read only commands. User has to provide operation (list
or display), command type (station/agent/ hunt etc.) and qualifier (agent ID, station ID, hunt group etc.)

to get result from PBX.

TMC use PBX IP and login credentials configured in SMS API to connect Avaya CM and get the result.

Allow functions: N.A.

Search Criteria: N.A.

£ T™C - Tetherfi Manager X =+

& = U | sassim | = Z A

@ Dashboard SMS API/ Command Manager

46 System Management

q Operation * list
Service Manager
Voice process manager Command Type*

2 utilities Qualifier agent
Configuration Operation/Command Type fields are mandatory
¥ Connectivity check

-
Data

Logged in agents

Wallboard

U = Q 7 B @ & ABoE B f 21111.:.21:"'111

Confidential Page 10 19 July 2019
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c. Database queries
Purpose : The database queries module will display any query that is processed for a long time.

Commands / Sys Processess

— Select Server Family — v | | select Server — =
3 utilities

Network stat Application Name Contains :  Application Name Contains... 3] Export to Excel g Export to PDF

8 System Management

Avaya CM Session Id Status Login Name Database N.. = Program Name Login Time Host Name Host Proces...  Client Version | Client

Database Queries

Configuration

WebrtcStats

¥  Connectivity check
Data

L\ Alerts

£ Application Installer

A Logs

# Maintenance

M a oo 50 v items per page No items to display &

Tetherfi 3.02.04.15

Choose the Server Family and select the server and then click on search button.

ys
tetherfi

8} System Management

Commands / Sys Processess

= v Locisystem . |

(=
Application Name Contains :  Application Name Contains... i3] Export to Excel g Export to PDF
Configuration
Session Id Status Login Name Database N.. = Program Name Login Time Host Name Host Proces... | Client Version | Client
WebrtcStats 52 sleeping sa ocM .Net SqiClient Data Provider 11/06/2019 12:25:31 PM WIN-0]Q950ECO24 1964 7 Net §
- 53 sleeping s ocm \Net SqiClient Data Provider 11/06/2019 12:26:13 PM WIN-0JQO50EC024 3100 7 Nt {
Connectivity check
54 sleeping sa ocm Net SqlClient Data Provider 11/06/2018 12:29:26 PM WIN-0JQ850EC024 5988 7 Nt ¢
Data 55 sleeping sa ocm \Net SqlClient Data Provider 11/06/2019 12:29:29 PM WIN-0JQ950EC024 5060 7 Nt ¢
56 sleeping sa ocm \Net SqiClient Data Provider 11/06/2019 12:29:30 PM DESKTOP-BIKLSIR 10792 7 et
Alerts
Microsoft SQL S M t Studio -
58 sleeping sa ocm Q'm’sn L S R D 11/06/2019 11:46:09 AM TTF-SEP2017 22068 7 et
uery
Application Installer
50 sleeping sa ocm Net SqlClient Data Provider 11/06/2018 12:29:28 PM WIN-0JQ850EC024 584 7 _Net
Logs . Microsoft SQL Server Management Studio -
g 61 sleeping sa ocm & 2 g 11/06/2019 11:23:53 AM LENOVO-PC 27180 7 .Net
uery
Maintenance 62 sleeping s ocm Net SqiClient Data Provider 11/06/2019 12:28:36 PM WIN-0JQO50EC024 3520 7 .Net
63 sleeping sa ocM Net SqlClient Data Provider 11/06/2019 12:25:10 PM WIN-0JQ850EC024 3088 7 _Net
65 sleeping sa ocm Net Sqlclient Data Provider 11/06/2018 12:25:08 PM DESKTOP-BIKLS1R 3900 7 _Net
67 sleeping sa ocm \Net SqlClient Data Provider 11/06/2019 12:28:54 PM WIN-0JQ950EC024 9808 7 Nt ¢
|
W)« ° > 50 v |items per page 1-420fd2items O
Tetherfi 3.02.04.15
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Selecting a query and Clicking on the button highlighted below will display the query that is actual
running.

Commands / Sys Processess

Tethr 7] [tomen .

£ System Management

L utilities
Application Name Contains :  Application Name Contains.. §3] Export to Excel g Export to PDF
Configuration
Session Id Status Login Name ~ Database N.. | Program Name Login Time Host Name Host Proces..  Client Version | Client
WebrtcStats 52 sleeping sa ocM Net SqiClient Data Provider 11/06/2019 12:35:31 PM WIN-0JQ950ECO24 1964 7 Net ¢
o 53 sleeping sa ocm .Net SalClient Data Provider 11/06/2019 12:31:13 PM WIN-0JQ950EC024 3100 7 Nt ¢
¥  Connectivity check
54 sleeping sa ocm .Net SqiClient Data Provider 11/06/2019 12:35:40 PM WIN-0JQO50ECO24 6988 7 Net
-
£ Dpaa sleeping ocM \Net SqiClient Data Provider 11/06/2019 12:35:44 PM WIN-0JQ950EC024 5060 .Net
Alerts
58 sleeping sa ocM gICFDSOft SO etveniianagemertiohudiob 11/06/2019 11:46:09 AM TTF-SEP2017 22068 -Net
uery
fh Application Installer
60 sleeping sa ocm .Net SqiClient Data Provider 11/06/2019 12:35:43 PM WIN-0JQO50ECO24 584 7 Net
L Microsoft SQL S M t Studio -
& Logs 61 sleeping sa ocM Q'UDS" USSR lanagesents 90 11/06/2019 11:23:53 AM LENOVO-PC 27180 7 et
uery
/& Maintenance 62 sleeping sa ocm .Net SalClient Data Provider 11/06/2019 12:35:45 PM WIN-0JQ950ECO24 3520 7 .Net
63 sleeping sa ocm .Net SqiClient Data Provider 11/06/2019 12:34:50 PM TETHERFI 14796 7 .Net
65 sleeping sa ocm .Net SqiClient Data Provider 11/06/2012 12:35:08 PM DESKTOP-BIKLS1R 8200 7 Net
67 sleeping sa ocm Net SqiClient Data Provider 11/06/2019 12:34:54 PM WIN-0JQ950ECO24 9808 7 et §
1
[T} ° [ 50 v items per page 1-400of40items ¢
Tetherfi 3.02.04.15

ogin : 11-06-2019 1

0 wecomew

Commands / Sys Processess

£ System Management

Tetherfi | acalSystem | 0 search |
& uiies  ———
Configuration SELECT * FROM AGT_Agent_Reminders WITH (NOLOCK) WHERE Status = 'New® AND (RemindDzte + RemindTime) <= '20120611150444' ORDER BY Agentl
: D, (RemindDate + RemindTime) ) ) )
Session Host Proces_  Client Version | Client
Webrtcstats 52 1964 B Net ¢
» 53 3100 7 Net |
¥  Connectivity check
54 6988 7 MNet |
-
E o 55 5060 7 MNet |
0 wets i || I
58 22088 7 et
fh Application Installer
60 584 7 MNet
@ Logs 61 27180 7 MNet
/& Maintenance 62 3520 7 Net
63 14796 7 MNet
65 8900 7 MNet
67 9808 7 et |
| |
W) 1-40f 40 items ¢
Tetherfi 3.02.04.15
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4. Configuration
a. Application/System Config

Purpose: This will allow viewing configuration files of Tetherfi products available on server. This displays
current configuration of product with short description of each parameter.

o-_ Welcome Last Login

Application Settings

Tetherfi v | [Demo- Server v| [~ Select Template - = E 2 Upload

Product Template files:
Purpose : this module help to configure product configuration settings.

Select Service family, Servers and click ‘Refresh’ button next to select Template. This will load all the
product template files from selected server and Click Search button.

Below screenshot shows all the TMAC settings from TMAC.json template. Based on the .json template
configurations categories, a list of tabs will be generated.

The highlighted red textbox indicates fields are ‘Password’ fields.

B EEDeE3
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Upload Product Templates

Upload Application Config. Template

Select files...

Close

Select Product template and click ‘upload’. This will upload the new product .json file to template folder. If
the selected filename is already exists, will replace the existing file.

Note : All the password field the configuration file will be encrypted using the KMS service. Below are the
procedure.
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b. ChatProxy

This module helps in configuring chat server and chat proxy.

<f
tetherfi

2 System Management

L utiities

Configuration
WebrtcStats
Connectivity check

£ paa
Alerts
Application Installer
Logs

Maintenance

Tetherfi 3.02.06.06

Select the configuration you want to modify and click on search

<
tetherfi

8 System Management

G utiities

ChatProxy

Cenfiguration

WebrtcStats

Connectivity check
€ pa

Alerts

Application Installer

Logs

Maintenance

Tetherfi 3.02.06.06
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On clicking Search, The template is loaded

Pre
tetherfi

8 System Management

2 i

Configuration

WebrtcStats

Connectivity check

Data

Alerts

Application T

Logs

Maintenance

Chat Server Details Logging
SL# Key

1 tchat1_addr=

2 tchat1_port™

3 tchat2_addr=

4 tchak2_port*

5 secure_connect

6 enable_jbossvault
7 enable_absolutepath
8 keystore®

9 ks_pass™

10 ks_kpass*

Validate Data

false

true

false

newcert.jks

Description
Primary Address
Primary Part
Secondary Address
Secondary Port

Secure connect

Enable Jboss Vault

Enable Absolute Key Store File Path

Key Store File
Key Store Password

Key Store Key Password

-0

o,

Tetherfi

tetherfi

Welcome Last Login :

3.02.04.15

Make any changes and click on Validate button. If the data is valid the validate button is replaced by the save

button .

Error message for invalid data

<
tetherfi

2 System Management

3 utilities
Configuration
WebrtcStats
Connectivity check
Data

Alerts

Application Installer

Logs

Maintenance

Confidential

e,

Welcome Last Login :

Chat Server Details Logging File Upload/Download Other Configuration
SL# Key value Description
1 tchatl_addr* 127.0.0.q Primary Address Validation failed. Incorrect input.
2 tchat1_port* 2343 Primary Port
3 tchat2_addr™ 127.0.0.1 Secondary Address
4 tchat2_port= 2343 Secondary Port
5 secure_connect Secure connect
false
6 enable_jbossvault Enable Jboss Vault
true
7 enable_absolutepath Enable Absolute Key Store File Path
false
8 keystore* newcert.jks Key Store File
9 ks_pass™ . Key Store Password
10 ks_kpass™ Key Store Key Password

Validate Data

Page 16
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tetherfi

@, velcome ieon:

pre
tetherfi

tem Management

Configuration Chat Server Details Legging File Upload/Download Other Configuration
WebrtcStats SL# Key Value Description
» 1 tchat1_addr= 127.0.0.2 Primary Address
¥ Connectivity check
2 tchat1_port* 5343 Primary Port
-
= Dat 3 tchat2_addr= 127.0.01 Secondary Address
4 tchak2_port* Secondary Port
D Alerts 2342
5 secure_connect Secure connect
false v
€2 Application Installer
6 enable_jbossvault Enable Jboss Vault
true v
) Logs
7 enable_absolutepath | Enable Absolute Key Store File Path
Maintenance false
8 keystore™ newcert.jks Key Store File
9 ks_pass® wes Key Store Password
10 ks_kpass™ Key Store Key Password

Tetherfi 3.02.04.15

On successful save
34+ | ® What |2 #D | @ Facto | @ Facte | & Facto | G facto | Bl Facto | M Factc | G c¥in | & C¥E | G shivp | G mem | @ Men | Bl Desic | B Desi Chatl | f TMC @ T x G muth | + = X
&« c © /TMCUI_Development/TextChat/TextCl erProxy o i % ® 0o ® |2 :

Update Successfully

System Management

Utilities

Configuration

WebrtcStats

Connectivity chack

Data

(]

Alerts

Application Insi

& & O

Logs

Maintenance

ChatPoxyTMCInteg. "

A gl ChatPoxyTMCinte..png 0O ChatPoxyTMCInte...xml B Tetherfi_Managem...rar A 0O serviceFamily.xml ~ LogdNetlog ~ Showall X
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c. Chat Server

When chat server is selected it gives you an option to choose the instance of the chat server

.f
tetherfi

8 System Management

ChatServer v DevChatServer v
D e

ChatServer2
Configuration

WebrtcStats

Connectivity check
= Data

Alerts

Application Installer

Logs

Maintenance

-0

@,

Tetherfi

tetherfi

Welcome Last Login :

3.02.04.15

On selecting the chat server instance and clicking on search , the configuration for the selected chat server

instance will be displayed.

48 System Management

Configuration Chat Server Details Default Other Configuration

& utilities

WebrtcStats sL# Key Value

1 callbackbypass true
Connectivity check
2 csodetails.url.2 tmac,http://202.150.211.82:5000/AMACServer/

Zaim 3 csodetails.url.3 direct,http://202.150.211.82: 5000/AMACServer/

Alerts
Validate Data

Application Installer

Logs

Maintenance

Description

o,

Tetherfi

Welcome Last Login

3.02.04.15

After modifying the data and click on validate data

>if data is invalid error message will be displayed

Confidential Page 18
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Dr|@ow| C#D | B Facto | @ Facte | %L Facte | G facto | Bl Factc | Ml Factc | G c¥in | L C#B | G shivp | G mem | @ Mem |l Desic | Bl Desic | chat T x G mut | @ 1721 | + = e
&« C @ localhost/TMCUI_Development/TextChat/TextChatServerProxy o v % ® oD @
- f — % Welcome Last Login -
8 System Management
3 utilities
Configuration Chat Server Details Default Other Configuration
WebrtcStats SL# Key Value Description
1 agent.timeout™ 2022 Time in milliseconds Chat server waits for Agentto  Validation failed. Incorrect input.
¥ connedtivity check connect back if the connection is closed between
Chat Server and Agent. Default value is 1000
2 e millisecond (1 second)
= 2 bypass.callback* fal .| Flag to indicate whether to bypass callback request
alse or not. Default value is false
ﬂ Alerts
3 bypass.csocheck™ false .| Flag to indicate whether to bypass CSO check or
ea Application Tnstaller not. Default value is false.
4 Conn.HBCount™ 3 This indicates the Heartbeat count. Default value is
fh Logs 3
3 Conn.HBPeriod™ 15 Value indicates HB Period. Default value is 15
# Maintenance 6 csodetails.url. 1% calhost: 17000/ Tmacserverl/ URL of the CS0 detail service
7 dialer.url,1* 02.150.211.82 :8080/DialerService/ URL of the primary dialer service.
8 dialerurl.2* 02.150.211.82:8080/Dialerservice/ URL of the secondary dialer service
9 disable.callback_cust™ fal .| Boolean value to disable/enable customer callback
alse requests.Default value is false.
10 disable.callback_sys® fal .| Boolean value to enable/disable system callback
alse requests.Default value is false.
11 enable avmonitor* Enable AV Moniter
false A
5] Tetherfi_Coding_s 8 ChatPoxyTMClnteg. ~ afn  ChatPoxyTMCInt ~ B Tetherfi_Managem..rar A Showall X

WebrtcSeats Key Value Description

) agent.meout* Time in millisecond for Agent to connect badk ff the
Connectivity check e e e e
Data Iback* falee v callback request or not. Default value

ocheck® falee 4| Flag to indicate whether to bypass €50 check or not. Defa s
false

Application Installer . .

Conn.HECount 3 This indicates the Heartbeat count.
= Value indicates HB Period. Default value

mac,hrzpe/ 00/ TmacSarert/ URL of the G50 detail service.

Maintznance

T hetps://202.150.211.82:8080/ DialerService/ =

dialerurl.2 e secondary disler =

/202.150.211.82:8080/Dislerservice/ URL of

Boolean value tw disable/enable @

false v =
Boolean value to ensble/disable system callback requests.Default val
false v o
le.avmornitor false 4| Enable
enable.decrypt® true v Boolean value to enable/disable decryption. Default value is false.
enable.offlinemode® Flag to enable/disable offline chat server.Default e is false.
false v
Enable.SessionQueue® Boolean value to enable queve position fi ality. Default value is
E false v o q &
* v Boolean value to enable/disable sip call for routing. Default value is false.
true
EnableToken® n value to enable/disable toks
false v om customer U] ult value is false
EnableVDNQueue® Boolean value to enable/disable vdn based queuing.Default value is false.
N true v -
ent® Enable In Built Agent Funct
false v “
NotifyQueueChange P ¥|  Bodlean value

the custom:

Tetherfi
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& C @ localhost/TMCUI_Development/TextChat/TextChatServerProxy or Q @3 ® 0o d | e

B webrecstars Key Value Description

agent timegut™ N Time in milliseconds
¥ connectivity check 10001

1

Fiag o indi
s false,

E o 2 bypass.callback™

L Hens

false v

false . ndicate vhether to bypass CS0

€3] Application Insialler

1 Logs

15

tmac http:{/localhost: 17000/ TmacServer/
& Maintenance

htps://202.150.211.82:8080/DialerService/

hitps://202.150,211.82:8080/ DialerService/

false v

false v

enable.avmonitor™

false v
enable.decrypt™

true A

enable.offinemode™

false v
Enable. Beolean value to enable queue pesition functionality. D
false LI “
alse
enable.sipcal® v Boolean value 1o enable/disable sip call for routing. Default value is false.
true
EnableToken™
e false v

EnableVDNQueue™
true A

false v

false v

5. Connectivity Check

Purpose: This module help to do connectivity test with database, AES server and telnet with other
connected server (HOST, SOI server).

a. AES Connectivity Check

Purpose: This module will display all configured AES inside TSLIB.ini file and help to perform AES
connectivity test.

Allow Functions:

e Load TSLIB — Display the AES server configured under TSLIB.INI file.
e Load T-Server — Display T-Link configured under TSLIB files.
e AES connectivity test — User has to provide T-Link, AES user ID and password, FROM
and TO station.
= Enter above mandatory fields, hit ‘Start Test’. This will show a popup button
with detailed logs related to either FROM or TO Station .
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& utities 2018-07-84 12:49:49,295 [1] DEBUG Voicelibrary.TServerianager - Securi;
2015-07-64 12:49:49,296 [1] DEBUG Voicelibrary.TServertlanager - Securitylogout():

[T 2015-07-04 12:49:49,296 [1] DEBUG VoiceLibrary. TServerviansger - Securitylogout return

10] 2018-07-84 12:40:49,576 [1] DEBUG Voicelibrary.TServertanager - Securitylogin return::
2018-07-64 12:49:49,579 [6] DEBUG Voicelibrary.Utils - PrintSocketData:256828:

g 2018-07-04 DEBUG Voicelibrary.TServertanager - ProcessEventQueue(): ESSIM

DEBUG THC.AESConnectivi

Login():

:00:00:00:14

¥ connectivity check

2015-67-64 .Stationtanager - Security Login SUCCESS:

Q Alerts 2018-07-84 DEBUG TMC.AESConnectivity.StationManager - Monitor Station 40003:
2018-67-64 12:49:49,586 [8] DEBUG Voicelibrary.TServertanager - sendkeepAlive():
2018-07-84 12:40:49,586 [8] DEBUG Voicelibrary.TServerManager - AES Keep alive is enabled. timer = 3@ seconds:
€A Log Viewer 2018-07-64 12:40:49,586 [8] DEBUG VoiceLibrary.TServerilanager - Valid timer for AES Keep alive:
2018-67-84 12:48:49,586 [1] DEBUG Voicelibrary.TServertanager - MonitorStation():48883:
Ea Application Installer 2018-07-04 12:49:48,599 [8] DEBUG Voicelibrary.TServerilanager - Keep alive message success:G3vie:
2018-67-84 12:40:49,627 [1] DEBUG Voicelibrary.TServerManager - MonitorStation() returned:0:
' da I Mooyt 2018-07-84 12: DEBUG TMC.AESConnectivity.StationManager - Make Call:
2018-07-04 DEBUG Voicelibrary.TServertianager - MakeCall():40086:
Lin ~torn ¥ 2018-07-84 12:40:49,657 [6] DEBUG Voicelibrary.Utils - TCP SOCKET:256828,TMC.AESConnectivity,,10.133.146.4,57146,10.133.146. 60,1850, 1-20f2items ¢
STABLISHED:
WeChat Configuration 2018-07-84 12:40:49,630 [1] DEBUG Voicelibrary.TServerManager - MakeCall return:@

2018-07-04 12:49:49,682 [9] DEBUG VoiceLibrary.TServerilanager - TSAPI_EVENT: server OnCalllnitiatedEvent:2266140003!0:
2018-07-84 12:49:49,684 [9] DEBUG Voicelibrary.TServertanager - TSAPI_EVENT:server_OnOriginatedEvent:2266!40003!0:
Facebook Configuration 2018-07-84 12:48:49,684 [9] DEBUG Voicelibrary.TServerManager - TSAPI_EVENT:serv

Viber Configuration

- OnRingingEvent: 226¢

=

2015-07-04 12:49:49,693 [7] DEBUG VoiceLibrary.TServeriianager - Event Received:CallInitiated:
2018-07-64 12:40:49,693 [7] DEBUG VoiceLibrary.TServerilanager - Event Data For Calllnitiated
Ul -emeee-Start-- --
Calllnitiated:ConnectionHandle: 226614000310
Password: -
Calling n
Station:
Called B8
Station:

Please wait, Pro

ing AES Test

Search Criteria: N.A.

B TMC - Tetherfi Manager X 4
& O ‘ 43.245.61.180:2

TSLIB Contents TServers
F utilities
[Telephony Servers] £3] Export to Excel g Export to PDF
i 192.168.43.200=450
onfiguration T Server Name

AVAYA#SITCME#CSTA. \CCPAEOSO

Connectivity check

nts

Auth server

Proxy v items per page No items to display ¢

k queue
a Alerts AES Test

AES Link AVAYA#SITCMG#CSTA#DACCPAEQOSD

€4 Audit logs

Username: craft
&% User Management
Password:
Users
Ccalling
Station:

called 440012

Station:
@ oo e

8:08 PM
2016-11-12 El
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b. Telnet

Purpose: This will allow to get telnet command result. User has to provide IP address and port
number and click on Test connectivity button to get result of telnet command.

Allow functions: N.A.

Search Criteria: N.A.

G network statistics comm: X ' {)] Linux Network Statistics~ % '{ [&] Monitoring Network Stai X /' [} TMC - Tetherfi Manager: X - x

<« C | @ 43.24561.180 herfi_Mana

$3 Apps  For quick access, place your b

m@ﬁ —_ q; Welcome Last Login :

@ Dashboard Connectivity / Telnet Connectivity

nectivity o

marks here on the bookr

L8 System Management

Telnet Test
Service Manager

Vice process manager IpAddress | 202.150.214.54

3 utilities Port: 80

Test Connectivity
Confguration

Connection Successfully established to 202.150.214.54:80
¥  connectivity check

£ Data
Logged in agents
Wallboard
Aux codes
Auth server
Proxy server

Work queue

L Aerts

€] Audit logs

&« i I | a - 9 O v o= B o O IR SR e, B

c. Database Connectivity Test:

Purpose: This will allow to do database connectivity test from server. User has to pass
below parameters and click on Test connectivity button. It will give result as success or
failure.

e Database Server IP/Name
e Database instance name
e UserlID

e Password

Allow functions: N.A.

Search Criteria: N.A.
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St % )/ [ TMC - Tetherfi Manager X — o

wl b= B o ~“ @ & o e mm LM m

6. Data

Purpose: This module will provide details of logged-in agent in TMAC server, PBX skills configured in
TMC, AUX reason code list configured for TMAC server.

a. TMAC logged-In agent:

Purpose: This module will display logged-in agent under TMAC server. User has to select
configured TMAC service from drop down list and has to click on search button. It will display
below details.

Column Name Description

Service Name Name of service

Agent LAN ID Agent LAN ID

Agent login date time TMAC logged-in date and time

Current agent status Agent current status

Session created date Agent session creation date time with TMAC
Time

Station ID Agent station ID

Allow functions:

e  Export to Excel/PDF — User can export details in excel or PDF
e Move Agent Session- User can move the sessions of the logged in agents from one
server instance to another server instance.

Search Criteria:

e  Server Name — Name of project group.
e  Service Name- Name of TMAC service
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[ TMC - Tetherfi Manager X

< C | @ 43.245561.180:25080/Tetherf |

Tetherfi -

vilitie= {] Export to Excel | {g) Export to PDF

Drag a column header and drop it here to group by that column
e Family Server service a Agent Lanid

5 & Tetherf sIT TMAC Server 1 maya

Connectivity o Tetherfi SIT TMAC Server 1 john

check

-

—]

=

Data

Alerts

* e 50 v | items per page
=

Station ID Agent Session Key

30002 68981a39-b8c6-48e1-b975-e4k

30001 ec7c5a04-003¢-4863-9384-5bd

1-2of2items ¢

Tetherfi™ Technologies

Moving session between TMAC Servers

o

1:58 PM
2016-11-13

Purpose: This module will help the users to move logged-in agent sessions between TMAC
Servers. For example, especially during activity/maintenance time, TMC user can move selected
logged-in agents from primary server to secondary server without re-login to secondary server

Steps to follow

e lLoginto TMC, click on 'Data’ in the left menu pane. Then click on 'Logged in agents'

you will be presented with the interface for monitoring Agents.

o Select Server Family, environment and the instance of the TMAC from the drop down

control on top of the page and click on the search button.

o The grid will be populated with the Agent information of the agents currently logged

into that specific instance of TMAC.
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@ Dashboard TMAC / Logged-In Agents
€6 system Management

Tetherf v sm
3 utiities

Configuration [AlEELLEUISE © Move Agent Sessions

=~ Current Agent Status x
%  Connectivity check

«f
tetherfi

Welcome DESKTOP-HGSRUOH\Smart User Lsst Login

] Family Server service Agent Lanid AgentLogin.. CurrentAge.. Session Create(
S paa % Current Agent Status: Default
A O &  Tetherf B DGF-THAC chetan 50008 Default 26/06/2018
Alerts

¥ Application Installer

A Audit logs
& User Management
G Key Management

& social Media Manager
W @ w50 v iemsperpage
Line configuration
configuration
facebook configuration

facebook configuration

1-1of1items ©

Tetherfi™ Technologies.

e To move an agent session check the box at the beginning of the row and click on

"Move Agent Session" button.

@ Dashboard TMAC / Logged-In Agents

28 System Management
Tetherfi v s
3 utiities

Configuration &) Export to Exce

~ Current Agent Status x
% Connectivity check
a Family Server

-
= Dan it Agent Status: Default

Tetherfi SIT

L Aerts

) Application Mstaller
A Audit logs

48 User Management

& Key Management

88 Sodial Media Manager

4 o L3I 50 v items per page
hat configuration

Line configuration
Viber configuration
facebook configuration

facebook configuration

service

DGF-TMAC

@ Welcome DESKTOP-HGSRUDH\Smiart User Last Login

DGF-TMAC - BB

Agent Lanid Agent Login... Current Age.. Session Create¢

chetan 50008 Default 26/06/2018

1-1loflitems ¢

Tetherfi” Technologies. 2.01.06.25

o  You will be prompted to move select the destination server to move the Agent

session.

Page 25

19 July 2019



«f
tetherfi

—_— @ Welcome DESKTOP-HGSRUOH\Smart User Lsst Login

@ Dashboard TMAC / Logged-In Agents

24} System Management

Tetherfi v SIT v DGF-TMAC v m
2 utities

Configuration 1) Export to Excel

 Current Agent Status x
% connectivity check

[m} Family Server service Agent Lanid Agent Login... Current Age.. ~ Session Create(

S oata ant Agent Status: Default

L Aerts

Tetherfi sIm DGF-TMAC chetan 50008 Default 26/06/2018

2] Application Installer

A Audit logs
38 User Management

@ Key Management
-/ |

88 social Media Manager D a ° T e e— 1-1oflitems &

Wechat configuration

Line configuration

Viber configuration

facebook configuration

facebook configuration

Tetherfi™ Technologies. 2.01.06.25

e Select the server family,server and the instance from the popup and click on the
'Move Agent Session' button inside the popup.

@ . \Welcome DESKTOP-HGSRUOH\Smart User Lest Login :

@ Dashboard TMAC / Logged-In Agents

L8 System Management

Tetherf v |sm v |DGF-TMAC v mﬂ
L utiities
Configuration PGS © Move Agent Sessions

+ Current Agent Status x
¥ Connectivity check

(] Family Server service Agent Lanid Agent Login_.  Current Age_  Session Create
-
£ Data 4 Current Agent Status: Default

-1 Tetherfi SIT DGF-TMAC chetan 50008 Default 26/06/2018
I Alerts - — — 1

-- Select server Family -- v -- Select Server -- v -- Select Server Instance - v © Move Agent Sessions

fb Application Installer

Eﬂ Audit logs

& user Manzgement I

@ Key Management

ﬂ Social Media Manager o
Moo o

50 v items per page 1-loflitems &
hat configuration

Line configuration
Viber configuration
facebook configuration

facebook configuration

Tetherfi” Technologies. 2.01.06.25
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e On Successful movement of agent the below screen will be displayed.

Session Move status
@ Dashboard

Destination/Remote Server : SGLIVETMAC
£ System Management estination/Remote Server

Agent Id [Status |Description
& ueities 50008 1 login to Remote/Destination tmac server

Configuration
Connex check
Data

Alerts

Move agent sessions

Tetherfi SGLIVE-TMAC LIl © Move Agent Sessions

Application Installer

Audit logs

User Management

Key Management

Social Media Manager

e C(Click on 'OK' and close any prompt's that are open.
e Change the server Selection at the top of the page to view the user in the new
instance.

@ Welcome DESKTOP-HGSRUOH\Smart User Last Login :

@ Dpashboard TMAC / Logged-In Agents

2 System Management

Tetherfi v SIT v SGLIVE-TMAC v
L utilties

o slimatioet [A=IId =l © Move Agent Sessions

=« Current Agent Status x

[} Family Server service Agent Lanid Agent Login._  CurrentAge_. Session Create(
4 Current Agent Status: Default

O &  Tetherfi sIT SGLIVE-TMAC chetan 50008 Default 26/06/2018

(] Application Installer

) Audit logs

% user Management

& Key Management

e
4 social Media Manager
Wl G >

50 v items per page 1-1ofiitems &

Tetherfi”™ Technologies. 2.01.06.25
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To check the session is moved click on the search button again. The user whose session has
been moved won’t be displayed for the current server family, server and Server session.

To view the user, select the destination server family, Server and TMAC instance from the
drop downs on top of the page and click on the search button.
Make sure once session is moved, the user will not lose any privileges or any controls from

the TMAC and will be able to use TMAC as in his previous instance.

b. Wallboard

Confidential

Purpose: It will display configured skill under each TMAC service. It will display below details

of each skill.

Column Name

Description

Service Name

TMAC service name

Skill 1D

PBX skill ID

Skill name

Name of skill

Agent staffed

Agent staffed list for specific skill

clQ

Call in queue for specific skill

Last poll Time

Date and time of last poll

Allow functions:

e Export to Excel/PDF — User can export details in excel or PDF

Search Criteria:

o Server Name — Name of project group.
e Service Name- Name of TMAC service

[ TMC - Tetherfi Manager X G how to disable function = X

<« C | ® 43.24561.1802

1 Apps For quick access, place your bs

© Fnkey type numbersan: X« New Tab X

'WallboardSkills

@ Dpashboard TMAC / Wallboard Skills

£ system Management

Service Manager

Voice process manager
3 uilities
Configuration

%  connectivity check

S pata

Logged in agents
Wallboard

Aux codes

Auth server
Proxy server

Work queue

Tetherfi

service
TMAC Server 1
TMAC Server 1
TMAC Server 1
TMAC Server 1
TMAC Server 1
TMAC Server 1
TMAC Server 1
TMAC Server 1

TMAC Server 1

3] Export to Excel | g Export to PDF

Drag a column header and drop it here to group by that column

Skill 1D Skill Name Agents Staffed Agent Available

1391508  ESpecial Email [ [

I
L Merts

€1 Audit logs

1391509  EFacebook Skill 0 0
1391500  CCHunt 100 0 0
1391501 CC Hunt 101 o o
1391502  CCHunt 102 0 0
1391506 Chat skill o o
1391507  Email Skill 0 0
1391518 | VCampaign_Def. o o
1391510 [sms skill o] o]
m -
Wallboardskills Details?gridwallboardskills-sort=CallsinQueue-asc

Page 28

Calls In Queue

0

B c ° o o oo o

- X
+r H
(5} welcome

Last Poll Time Updat
12/11/2016 08:46:22 PM  false
12/11/2016 08:46:22 PM  false
12/11/2016 08:46:23 PM  false
12/11/2016 08:46:23 PM false
12/11/2016 08:46:23 PM  false
12/11/2016 08:46:23 PM false
12/11/2016 08:46:23 PM  false
12/11/2016 08:46:23 PM  false
[12/11/2016 08:46:23 PM fraise |
1-32 of 32 items [v]

84TPM

L= 2016-11-12
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c. AUX Code

Purpose: The list of AUX reason code configured under each TMAC service. It will display
below details.

Column Name Description

Service Name TMAC service name
Aux Reason code Aux reason code

Name Name display on TMAC

Allow functions:
e Export to Excel/PDF — User can export details in excel or PDF
Search Criteria:

e Server Name — Name of project group.
e Service Name- Name of TMAC service

Configuration

%  Connectivity check

d. Auth Server

Purpose: This module will display the list of Auth server.

Allow Functions:
e  Export Excel/PDF — export display grid in excel/PDF

Search Criteria:

e Server Name — Name of project group.
e  Service Name- Name of TMAC service

Column Name Description

Family Name of the Server Family

Server Name of Server

Service Name of Service running in server
Agent Id Agent Id

Agent Logged in time Time when Agent logged in to TMAC
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Agent Logged out time Time when Agent logged out of TMAC
Agent Session key Agent Session key

Is Agent Logged In Agent logged in to TMAC or not

Is Agent Logged Out Agent logged out of TMAC or not
Station Id Agent Station Id

LanId Agent Lan Id

Connected Proxy

Connected Tmac Server Name
Auth Code

Last called time from Proxy

Is Called from Proxy
Revalidate Count

Created Time Calls in Queue

e. Proxy Server

Purpose: This module will display the list of proxy server.
Allow Functions:
e Export Excel/PDF — export display grid in excel/PDF

Search Criteria:

o Server Name — Name of project group.
e Service Name- Name of TMAC service

Column Name Description
Family Name of the Server Family
Server Name of Server
Service Name of Service running in server
Agent Id Agent Id
Station Id Session Id
LanId Lan Id
Agent Sessoin Key Agent Session Key
Logged In
Auth Code
Tmac Server Name
Client Ip Port
Is Web Socket

f. Work Queue

Purpose: This module will display the items in the work queue.
Allow Functions:
e Export Excel/PDF — export display grid in excel/PDF

Search Criteria:
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e Server Name — Name of project group.
e Service Name- Name of TMAC service

Work Queue will display the below details.

«f
tetherfi

Column Name

Description

Family

Name of the Server Family

Server

Name of Server

Service

Name of Service running in server

Skill

Skill id

clQ

Calls in Queue

@ Dpashboard TMAC / Work Queue
2 System Management

Tetherfi
Configuration
3 utilities &) Export to Excel

¥ Connectivity check

Family
g b Tetherfi
Tetherfi
L aens Tetherfi
Tetherf

) Log Viewer

) Application Installer

4 sodal media messenger
Line Configuration

WeChat Configuration

Viber Configuration °
LR oo
Facebook Configuration

Confidential

v Demo - Server v WorkQueue 3

Drag a column header and drop it here to group by that column

Server service

Demo - Server WorkQueue 3
Demo - Server WorkQueue 3
Demo - Server WorkQueue 3
Demo - Server workQueue 3

50 v items per page

Page 31

©@; Welcome Lost Login

Q  Search
skill ciq

1391508 677
1391507 34
41000

1391522 1

1-4of4items &
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7. Audit Logs

With this feature user can access logs files for differ applications. The logs can be downloaded or viewed
based on the settings in TMC. To access the Log Viewer the user must navigate to Auditlogs->logSearch

In the log Viewer Page the user must Choose the Server family and select the server

-7
tetherfi

@® Dashboard

£ System Management

L3 uriiities
B configuration

%  Connectivity check

Logs / Log Search

Select Server Family - Select Server

Log Content Search

Log File Path

© View Log Files

Drag a column header and drop it here to group by that column
2 paw
Directory/FileName Directoryname Filesize Updated DateTime
L alens
€21 application Installer
€ Audit logs
& User Management
)« o » )(m 50 v | items per page No items to display &
© View/Refresh Search Result
Drag a column header and drop it here to group by that column
Directory/FileName Directoryname Filesize Updated DateTime

After choosing server family , and filling the log path

&€ HTML Color Picker

QO Type here to search

hit on search view log files. The system will also allow
foreword navigation from the grid ,when the user double clicks on any of the data row items.

T TMC - Tetherfi Management Cor X | 5 TMC - Tetherfi Management Cor % get system logs - Google Search X | [ How to Find Windows System Lo X - x
<« CG  ® localhost/TMC_ConsoleUl/LogFile/LogViewer % @ (=]
[} Welcome vLast Lagin : 26-09-2018 15:52:09

T
tetherfi

@ Dashboard

4 System Management
3 utilities
Configuration

¥  Connectivity check

=
Directory/FileName Directoryname Filesize Updated DateTime
L plerts
€2] Application Tnstaller
1 Audit logs
488 user Management
& Key Management
w « @ > w50 v items perpage No items to display  ©
48 sodial Media Manager
Wechat configuration
Line i tios
ne comigur=tion © View/Refresh Search Result
Viber configuration
e e Drag a column header and drop it here to group by that column
facebook configuration Directory/FileName Directoryname Filesize Updated DatsTime

Confidential

QO Type here to search

Logs / Log Search

| Tetherfi - SIT

Log Content Search

rog rile pati:

Drag a column header and drop it here te group by that column

© View Log Files
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-Search logs

<«

x

x
Dashbeard

T TMC - Tetherdi M
C @ localhost/TMC_ConsoleUl/LogFile/LogViewer
«r
tetherfi

TMC - Tetherfi Ma;

When the user selects on the specific record. The buttons for functionality will be enabled.
-View/Download (Based on settings in web.config)
Below highlighted is the view log button

Logs / Log Search

Tetherfi

Log Content Search

[Ele=

get system logs - Google Search % | @) How to Find Windows System Lo % | =
Log File Path:

D:\Logs
Drag a column header and drop it here te group by that column
Directory/FileName
Backup

Key Manag

Directoryname
[B 17082018170937.txt
Sodial Media Manager

D:\Logs\null
D:\Logs
PO JOIC
facebook configur:

Filesize Updated DateTime
:
:
:
© View/Refresh Search Result
Drag a column header and drop It here to group by that column
Directory/FileName

673675

Directoryname

17/08/2018 05:09:39 PM

17/08/2018 05:50:16 PM

1- 12 of 12 items
Filesize

Updated DatsTime

On clicking the ‘viewlog’ button the log file will be displayed in a new tab .

wel
output

(<)

«f
tetherfi

& View Log Files

Page 33
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I HTML Color Picker X | T TMC-Tetherfi Management Cor X [3 localhos/TMC ConsoleUl/Gener X | + -

C @ localhost/TMC_ConsoleUl/Generic/ViewFile?familyName=Tetherfi8servername=SIT&directory=Df CLogs&filename=Log4Net.log * ® |6 :
2618-87-03 14:01:23,556 [5] DEBUG THC.HanagementConsoleServiceHost.ManagementConsoleServiceHost - OnStart :
[5] DEBUG THC.ManagementConsoleServiceHost.MansgementCansoleServiceHost - Application started successfully and listening for requests..:
[8] DEBUG THC.ManagementConsoleServiceContract.ManagementConsoleService - Getting Win Process :
6,852 [8] ERROR THC.Utilities.WindowsServiceProcess - [GetProcessDetailsByServicelame] [Tetherfi_Dialer] : System.Componentiodel.Win32Exception (9x38004005): Access is denied

st System.Disgnostics.ProcessManager.OpenProcess(Int32 processId, Int32 access, Boolean throwIfExited)

at System.Disgnostics.Process.GetProcessHandle(Int32 sccess, Boolean throwIfExited)

at System.Disgnostics.Process.GetProcessTimes(}

at System.Disgnostics.Process.get StartTime()

at TMC.Utilities.WindowsServiceProcess.GetProcessDetailsByServiceName(String servicename):
2018-87-03 14:06:38,861 [8] ERROR THC.Utilities.windowsServiceProcess - [GetProcessDetailsByServiceame] [Tetherfi TMACServer] : System.Componentiiodel.lin32Exception (8x80@04805): Access is denied

at System.Diagnostics.Processianager.OpenProcess(Int32 processld, Int32 access, Boolean throwIfExited)

at System.Disgnostics.Process.GetProcessHandle(Int32 access, Boolean throwIfExited)

at System.Disgnostics.Process.GetProcessTimes()

at System.Disgnostics.Process.get_StartTime()

at TMC.Utilities.iindowsServiceProcess.GetProcessDetailsByServiceNane(String servicenams):
2618-87-03 1. 39,739 [8] ERROR THC.Utilities.WindousServiceProcess - [GetProcessDetails8yServiceName] [Tetherfi_WebRTCSignzlServer] : System.ComponentHodel.lin32Exception (8x80@04885): Access is denied
System.Disgnostics.Processhanager.OpenProcess (Int32 processId, Int32 access, Boolean throwIfExited)
System.Diagnostics.Process.GetProcesshandle (Int32 access, Boolean throwIfExited)
System.Diagnostics.Process.GetProcessTimes(}
System.Disgnostics.Process.get StartTime()
THC.Utilities.WindowsServiceProcess. GetProcessDetailsByServiceName(String servicename):
2018-07-03 14:06:40,628 [8] ERROR THC.Utilities.WindowsServicePracess - [GetProcessDetailsByServicelame] [Tetherfi WorkQueus] : System.Componentiodel.Win32Exception (9x80084005): Access iz denied

at System.Diagnostics.Processianager.OpenProcess(Int32 processld, Int32 access, Boolean throwIfExited)

at System.Diagnostics.Process.GetProcessHandle(Int32 access, Boolean throwIfExited)

at System.Disgnostics.Process.GetProcessTimes()

at System.Disgnostics.Process.get_StartTime()

st THC.Utilities.lindowsServiceProcess.GetProcessDetailsByServicelame(String servicename):
2618-87-03 17:82:56,364 [25] DEBUG THC.ManagementConsoleServiceContract.HanagementConsoleService - Call : [GetVoiceProcess]
2018-07-23 18:29:22,001 [8] DEBUG THC.Utilities.ApplicationConfiguration.Configuration - GetApplicationTemplateConfigurationFiles [targetDirectory]: D:\Applications\Demo\Tetherfi NanagementCansoleService\Tetherfi Managet
2615-07-04 [28] DEBUG THC.ManagementConsoleServiceContract.HanagementConsoleService - Call : [GetVoiceProcess]
2613-07-04 [5] DEBUG THC.ManagementConsoleServiceHost.ManagementConsoleServiceHost - OnStart
2018-07-04 [5] DEBUG THC.ManagementConsoleServiceHost.MansgementCansoleServiceHost - Applicstion started successfully and lictening for requests..:
2615-87-04 [5] DEBUE THC.ManagementConsoleServiceHost.ManagementConsoleServiceHost - OnStart :
[
[
[
[
[

o oo ow
R

2018-07-04 18:51:39,841 [5] DEBUG THC.HManagementConsoleServiceHost.HanagementConsoleServiceHost - Application started successfully and listening for requests..:
2018-87-04 2,423
2013-07-04

s

15] ERROR TetherfilicClient.TetherfilicClientService - [GetlicenseServerData]

17] ERROR TetherfilicClient.TetherfilicClientService - [GetlicenseServerData]

2018-27-05 39] DEBUG THC.ManagementConsoleServiceContract.ManagementConsoleService - Getting Win Process :

2618-87-05 39] ERROR THC.Utilities.WindowsServiceProcess - [GetProcessDetailsByServiceName] [Tetherfi Dialer] : System.ComponentModel.Win32Exception (0x80804065): Access is denied

t System.Disgnostics.ProcessManager.OpenProcess(Int32 processId, Int32 access, Boolean throwIfExited)

System.Diagnostics.Process.GetProcessHandle(Int32 access, Boolean throwIfExited)

System.Diagnostics.Process.GetProcessTimes()

system.Diagnostics.Process.get StartTime()

THC.Utilities.WindowsServiceProcess. GetProcessDetailsByServiceName(String servicename):

2018-27-05 18:30:09,640 [39] ERROR THC.Utilities.WindowsServiceProcess - [GetProcessDetailsByServiceName] [Tetherfi TMACServer] : System.ComponentModel.Win32Exception (@x30004005): Access is denied
at System.Diagnostics.ProcessManager.Openfrocess(Int32 processId, Int32 access, Boolean throwIfExited)

System.Diagnostics.Process.GetProcessHandle(Int32 access, Boolean throwIfExited)

system.Diagnostics.Process.GetProcessTimes()

System.Diagnostics.Process.get_StartTime()

THC.Utilities. WindowsServiceProcess. GetProcessDetailsbyServiceNane(String servicenans):

2618-87-05 18:30:11,557 [39] ERROR THC.Utilities.WindowsServiceProcess - [GetProcessDetailsByServiceName] [Tetherfi WebRTCSignalServer] : System.Componentiodel.Win32Exception (@xB0884865): Access is denied
at System.Diagnostics.ProcessManager.OpenProcess(Int32 processId, Int32 access, Boolean throwIfExited)
at System.Diagnostics.Process.GetProcessHandle(Int32 sccess, Boolean throwIfexited)

at System.Diagnostics.Process.GetProcessTimes()

o oo oo
B

PR
AnAR

On clicking the Search File Contents a pop up will be displayed to search for a word.

I HTML Color Picker X T TMC-Tetherfi Management Cor X [ localhost/TMC_ConsoleUl/Gene: % | + - b4

< C @ localhost/TMC_ConsaleUl/LogFile/LogViewer * ® |6 :

D Utilities

Log Content Search

Configuration

D:\Logs
¥  Connectivity check

Data

Drag a column header and drop it here to aroup by that column
L Alerts Directory/FileName Directoryname Filesize Updated DateTime
7] Application Installer 17082018175014.txt D:\Logs 630973 17/08/2018 05:50:16 PM

Log4Net.log Logs 90085 27/08/2018 07:11

€4 Audit logs

Log4Net.logl.11 D:\Logs 599097 17/08/2018 05:19:26 PM
& user Management

Log4Net.log[1] - Copy.11 D:\Logs 599097 17/08/2018 05:19:26 PM
‘% Key Management N

Log4Net_all.log D:\Logs 571736 17/08/2018 11:43:18 AM
& sodal Media Manager -

o ° o 50 v items per page 1-12cf12items O

Wechat configuration

Line configuration

Viber configuration
© View/Refresh Search Result

facebook configuration

facebook configuration Drag a column header and drop it here to group by that column
Directory/FileName Directoryname Filesize Updated DateTime
-
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% HTML Color Picker X T TMC - Tetherfi Management Cor X | [ localhost/TMC_ConsoleUl/Gener X | =+ - X

<« C @ localhost/TMC_ConsoleUl/LogFile/LogViewer * ® 6

Enter Text to Search :

Dashboard

System Management

utilities

Configuration

Connectivity check

Data

Alerts

Application Installer

Audit logs

User Management

Key Management

Sodial Media Manager

figuration

nfiguration

On entering the search term and pressing on ‘Ok’. The system will extract the error details for that word in a
different file , a popup will be displayed to sow the number of instance and the results will be displayed in the
second grid.

ZE HTML Color Picker X T TMC-Tetherfi Management Cor X [] localhost/TMC ConsoleUl/Gene: X | + - X

< C @ localhost/TMC_ConsoleUl/LogFile/LogViewer * ® 6

s
tetherfi R

Dashboard

System Management

Utilities

Configuration

Connectivity check

Data

Alerts

Application Installer

Audit logs

User Management

Key Management

Sodial Media Manager
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Below is the result of the extraction

5 HTML Color Picker X T TMC - Tetheri Management Cor X [ Iocalhost/TMC_ ConsoleUl/Gene: % | =+ = a b
<« C @ localhost/TMC_ConsoleUl/LogFile/LogViewer “* @ a
%  Connectivity ch
0O a
=
Drag a column header and drop it here to group by that column
Ale Directory/FileName Directoryname Filesize Updated DateTime
Application Installer [& 17082018170937.txt D:\Logs 672675 17/08/2018 05:09:39 PM
A 17082018175014.txt D:\Logs 630973 17/08/2018 05:50:16 PM
i dobamin bbb
[A Loganet.logl.11 D:\Logs 590007 17/08/2018 05:19:26 PM
Management
[ Loganet.dogl1] - Copy.11 D:\Logs 599097 17/08/2018 05:19:26 PM
Sodial Media Manager
W) o » 50 v items per page 1-120of12items @

© View/Refresh Search Result OB Aa

facebook c

facebook ¢ Drag a column header and drop it here to group by that column
Directory/FileName yname Filesize Updated DateTime

26092018110724.bxt yment\TMC\Services\LogSearchResult: 48384 26/09/2018 11:07:24 AM

[® 26002018112214.txt D:\Deployment\TMC\Services\LogSearchResult 48384 26/09/2018 11:22:14 AM

[& 26092018162730.txt D:\Deployment\TMC\Services\LogSearchResult 5755 26/09/2018 04:27:30 PM

A 26092018163447.txt D:\Deployment\TMC\Services\LogSearchResult 5755 26/09/2018 04:34:47 PM

[# LogaNet_26092018112352_Extrct.txt D:\Deployment\TMC\Services\LogSearchResult 13720 26/09/2018 11:23:52 AM

=S JR —— o ——— e — JES S,

PR : 50 v items per page 1-100of 10items &

Tetherfi~ Technologies. 2.01.09.21
&% HTML Color Picker X T TMC-Tetherfi Management Cor X [] localhost/TMC ConsoleUl/Gene: X | + -
&« C @ localhost/TMC_ConsoleUl/LogFile/LogViewer * @ (2]
¥  connetivity check
0)a
S b
Drag a column header and drop it here to group by that column
L alerts Directory/FileName Directoryname Filesize Updated DateTime
@ Application In: 17082018170937.txt D:\Logs 673675 17/08/2018 05:09:39 PM I
1 audit logs 17082018175014.bxt D:\Logs 630073 17/08/2018 05:50:16 PM
Log4Net.log Logs 985 27/08/2018 07:18:08 PM
& User Management
Log4Net.logl.11 D:\Logs 500097 17/08/2018 05:19:26 PM
&, Key Management
[® Log4anetlog[1] - Copy.11 D:\Logs 599097 17/08/2018 05:19:26 PM
& sodial Media Manager
oA o L] 50 v items per page 1-12 of 12 items [v]
Wechat configuration
Line configuration
Viber configuration
© View/Refresh Search Result a
facebook configuration
facebook configuration Drag a column header and drop it here to group by that column
Diractory/FileName Directoryname Filesize Updated DatsTime
26002018110724.bxt Deployment\TMC\Services\LogSearchResult 48384 26/08/2018 11:07:24 AM
26092018112214.txt D:\Deployment\TMC\Services\LogSearchResult 48384 26/09/2018 11:22:14 AM
26092018162730.bxt D:\Deployment\TMC\Services\LogSearchResult 5755 26/09/2018 04:27:30 PM
26092018163447.txt D:\Deployment\TMC\Services\LogSearchResult 5755 26/09/2018 04:34:47 PM
Log4Net_26092018112352_Extret.txt D:\Deployment\TMC\Services\LogSearchResult 13720 26/09/2018 11:23:52 AM
[= S e I e E—— et e e ren
M« o oo 50 v items per page 1-10of 10items &

Tetherfi” Technologies. 2.01.09.21

leUl/LogFilefLoadLogFileResultDetails?gridSearchLogFileDetails-sort=Filena...

calhost/ TMC_Co
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-Extract string :Helps to extract string between two words

&% HTML Color Picker X T TMC-Tetherfi Management Cor X [] localhost/TMC ConsoleUl/Gene: X | + - X
< C @ localhost/TMC_ConsoleUl/LogFile/LogViewer ¥ ® | 6 :
¥ Connectivity check
0O a
Data
Drag a column header and drop it here to group by that column
L alerts Directory/FileName Directoryname Filesize Updated DateTime
€8] Application Tnstaller 17082018170937.txt D:\Logs 673675 17/08/2018 05:09:39 PM I
4 Auditlogs 17082018175014.bxt D:\Logs 630073 17/08/2018 05:50:16 PM
Log4Net log :\Logs 90985 27/08/2018 07:18:08 PM
& User Management
Log4Net.logl.11 D:\Logs 500097 17/08/2018 05:19:26 PM
@, Key Management
Log4Net.log[1] - Copy.11 D:\Logs 599087 17/08/2018 05:19:26 PM
& sodial Media Manager
oA Q L] 50 v items per page 1-12 of 12 items [v]
Wechat configuration
Line configuration
Viber configuration
© View/Refresh Search Result 0
facebook configuration
facebook configuration Drag a column header and drop it here to group by that column
Directory/FileName Directoryname Filesize Updated DateTime
26092018110724.bxt Deployment\TMC\Services\LogSearchResult 48384 26/09/2018 11:07:24 AM
26092018112214.ixt D:\Deployment\TMC\Services\LogSearchResult 48384 26/09/2018 11:22:14 AM
[ 26092018162730.txt D:\Deployment\TMC\Services\LogSearchResult 5755 26/09/2018 04:27:30 PM
26092018163447.txt D:\Deployment\TMC\Services\LogSearchResult 5755 26/09/2018 04:34:47 PM
Log4Net_26002018112352_Extrct.txt D:\Deployment\TMC\Services\LogSearchResult 13720 26/09/2018 11:23:52 AM
(=W — e o fnm m o =

50 v items per page 1-100f10items O

Tetherfi” Technologies. 2.01.09.21

-Delete file :-Delete the selected file

I HTML Color Picker X 7 TMC - Tetherfi Management Cor X [ localhost/TMC ConsoleUl/Gener X | -+ = X
&« C @ localhost/TMC_ConsaleUl/LogFile/LagViewer r ® 6 :
0)|a
]
Drag a column header and drop it here to group by that column
Directory/FileName Directoryname Filesize Updated DateTime
17082018170937.txt D:\Logs 673675 17/08/2018 05:09:39 PM I
2 Audit logs 17082018175014.txt D:\Logs 630973 17/08/2018 05:50:16 PM
Log4Net.log D:\Logs 90985 27/08/2018 07:18:08 PM
& user Management
Log4Net.logl.11 D:\Logs 599097 17/08/2018 05:19:26 PM
&, Key Management
[ Log4net.log[1] - Copy.11 D:\Logs 599097 17/08/2018 05:19:26 PM
' Sodal Media Manager
Mo« o oo 50 v items per page 1-120of 12items @&
Wechat configuration
Line configura Delete selected file/Directory
Viber configuration
© View/Refresh Search Result [} El
facebook configuration
facebook configuration Drag a column header and drop it here to group by that column
Directory/FileName Directoryname Filesize Updated DateTime
26092018110724.xt Deployment\TMC\Services\LogSearchResult 26/09/2018 11:07:24 AM
26092018112214.bxt D:\Deployment\TMC\Services\LogSearchResult 48384 26/09/2018 11:22:14 AM
26092018162730.bxt D:\Deployment\TMC\Services\LogSearchResult 5755 26/09/2018 04:27:30 PM
26002018163447.bxt D:\Deployment\TMC\Services\LogSearchResult 5755 26/09/2018 04:34:47 PM
Log4Net_26092018112352_Extrct.bxt D:\Deployment\TMC\Services\LogSearchResult 13720 26/09/2018 11:23:52 AM
™ — S E— e
14 1-10 of 10items &
Tetherfi™ Technologies. 2.01.08.21
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On clicking of Extract File

&0 HTML Color Picker X T TMC - Tetherfi Management Co
& C @ localhost/TMC_ConsoleUl/LogFile/LogViewer
¥  Connectivity check

Data

Alerts

application I
Audit logs

User Management
Key Management

Sodial Media Manager
figuration
Line configuration
figuration
ook configuration

ook configuration

HTML Color Picker x ? TMC - Tetherfi Management Co

C @ localhost/TMC_ConsoleUl/LogFile/LogViewer

Connectivity check

Data

Alerts

Application Installer

Audit logs

User Management

Key Management

Sodial Media Manager

Line configuration

Viber configuration

ook configuration

ook configuration

Confidential

x

x

[} localhost/TMC_ConsoleUl/Gener X | [ localhost/TMC ConsoleUl/Gener X |+

Enter String Extraction criteria

Starting String
Start String
Ending String

Ending string

Close

[ localhost/TMC ConsoleUl/Gensr X | [} localhost/TMC_ConsoleUl/Gensr X | +

Enter String Extraction criteria

Starting String
Tetherfi_Dialer
Ending String

get_StartTime()|

Close

Page 38

Extract

Extract

tetherf
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On Clicking extract file

The system will extract the words given in between the given text and create a file with the given data

& HTML Color Picker X T TMC - Tetherfi Management Co- X [ localhost/TMC_ ConsoleUl/Gener X | [ localhost/TMC ConsoleUl/Gener X | + = x
&« C @ localhost/TMC_ConsoleUl/LogFile/LogViewer * @ (2]
¥  Connedtivity check

(@

Data Results found Please check
D:\Deployment\TMC\Services\LogSearchResult/Log4Net_26092018165837_Extrct.txt

L Alerts

€2 Application Installer m

€ Audit logs
¥ user Management
&, Key Management

* Sodal Media Manager

figuration
onfigurati
er configuration
ook configuration

ook configuration

ZE HTML Color Picker X T TMC- Tetherfi Management Cor X [ localhost/TMC_ConsoleUl/Gener X | [ localhost/TMC ConsoleUl/Gener X | + - X
< C  ® localhost/TMC ConsoleUl/LogFile/LogViewer * ® 0
¥  Connectivity check
0O|a
Data
Drag a column header and drop it here to group by that column
L Aerts Directory/FileName Directoryname Filesize Updated DateTime
fﬂ Application Installer 17082018170937.bxt D:\Logs 673675 17/08/2018 05:09:39 PM I
€ Audit logs 17082018175014.txt D:\Logs 630073 17/08/2018 05:50:16 PM
Log4Net.log ogs 0985 27/08/2018 07:18:08 PM
& User Management
Log4Net.logl.11 D:\Logs 599097 17/08/2018 05:19:26 PM
& Key Management
Log4Net.log[1] - Copy.11 D:\Logs 599097 17/08/2018 05:19:26 PM
& Sodal Media Manager
TR o b w 50 v items per page 1-120f 12items ¢
figuration
onfigura
er configuration
© View/Refresh Search Result 0O [ x|
ook configuration
ook configuration Drag a column header and drop it here to group by that column
Directorv/Fi Directorvname Fileize Updated DateTime v
Log4Net_26092018165837_Extrct.bxt \Deployment\TMC\Services\LogSearchResult 26/09/2018 04:58:37 PM
26092018163447.txt D:\Deployment\TMC\Services\LogSearchResult 5755 26/09/2018 04:34:47 PM
26092018162730.txt D:\Deployment\TMC\Services\LogSearchResult 5735 26/09/2018 04:27:30 PM
Log4Net_26092018112715_Extrct.bxt D:\Deployment\TMC\Services\LogSearchResult 13720 26/09/2018 11:27:15 AM
Log4Net_26092018112352_Extrct.bxt D:\Deployment\TMC\Services\LogSearchResult 13720 26/09/2018 11:23:52 AM
o oa Sanns . NE— e S e e
] o b w 50 v items per page 1-11of 1litems &
Tetherfi™ Technologies. 2.01.09.21
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On Click of ‘ViewfFile’

ZE HTML Color Picker

C  ® localhost/TMC_ConsoleUl/Generic/ViewFile?familyName:

Tetherfi_Dialer]
Tetherfi_Dialer]
Tetherfi_Dialer]
Tetherfi Dialer]
Tetherfi Dialer]
Tetherfi_Dialer]
Tetherfi_Dialer]
Tetherfi_Dialer]
Tetherfi_Dialer]
Tetherfi_Dialer]
Tetherfi Dialer]
Tetherfi Dialer]
Tetherfi Dialer]

Tetherfi_Dialer]

System.Componentiiodel.
System.

System.

System

System

System.

System

System.
System.

System.

System
System

System

System.

Confidential

X | T TMC - Tetherfi Management Cor X

Componentiodel
Componentiodel
Componentiodel
Componentiodel

Componentiiodel

.ComponentHodel

ComponentHodel
Componentiodel
Componentiodel
Componentiodel
Componentiodel
Componentiodel

Componentiiodel

Win3ZException

.Win32Exception
.Win32Exception
.Win32Exception
.Win32Exception
Win32Exception
Win32Exception
Win32Exception
.Win32Exception
.Win32Exception
.Win32Exception
.Win32Exception
.Win32Exception

.Win32Exception

(0x52004005 ) :
(0x52004005 ) :
(0x52004005) :
(©x80004005) :
(©x80004005) :
(0x56004085 ) :
(0x56004085 ) :
(0x56004085 ) :
(0x52004005 ) :
(0x52004005 ) :
(©x80004005) :
(©x80004005) :
(©x80004005) :

(080004005 ) :

[ localhost/TMC_ConsoleUl/Gene X

Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

Access

iz

iz

iz

is

is

is

is

is

iz

iz

is

is

is

is

denied

denied

denied

denied

denied

denied

denied

denied

denied

denied

denied

denied

denied

denied

at

o
3

o
3

o
"

o
"

o
-

o
-

o
-

o
3

o
3

o
"

o
"

o
"

o
-

therfidiservername=SIT&directory=

System.
System.
System.
System.
System.
System.
System
System.
System.
System.
System.
System.
System.

System.

[ localhost/TMC ConsoleUl/Gener X | [} localhost/TMC_ConsoleUl/Gene: X

Disgnostics
Disgnostics
Disgnostics
Diagnostics
Diagnostics

Diagnostics

.Diagnostics

Diagnostics
Disgnostics
Disgnostics
Diagnostics
Diagnostics
Diagnostics

Diagnostics

5CDeployment%5CTMC%5CServices

.Processianager.
.Processianager.
.Processianager.
.ProcessHanager.
.ProcessHanager.
.Processianager.
.ProcessHanager
.Processianager.
.Processianager.
.Processianager.
.ProcessHanager.
.ProcessHanager.
.ProcessHanager.

.Processianager.

OpenProcess (Int32
OpenProcess (Int32
OpenProcess (Int32
OpenProcess(Int32
OpenProcess(Int32

OpenProcess(Int32

.OpenProcess (Int32

OpenProcess (Int32
OpenProcess (Int32
OpenProcess (Int32
OpenProcess (Int32
OpenProcess (Int32
OpenProcess (Int32

OpenProcess(Int32

LogSearchResult

processId,
processId,
processId,
processId,
processId,
processId,
processId,
processId,
processId,
processId,
processId,
processId,
processId,

processId,

Int32

Int32

Int32

Int32

Int32

Int32

Int32

Int32

Int32

Int32

Int32

Int32

Int32

Int32

ilename=Log4Net_26092018165837_Extrct.txt

access,

access,

access,

access,

access,

access,

access,

access,

access,

access,

access,

access,

access,

access,

+

Boolean
Boolean
Boolean
Boolean
Boolean
Boolean
Boolean
Boolean
Boolean
Boolean
Boolean
Boolean
Boolean

Boolean

-0

tetherfi

throwIfExited)
throwIfExited)
throwIfExited)
throwIfExited)
throwIfExited)
throwIfExited)
throwIfExited)
throwIfExited)
throwIfExited)
throwIfExited)
throwIfExited)
throwIfExited)
throwIfExited)

throwIfExited)

at

System

System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.

System.

System

=

.Disgnostics.
Disgnostics.
Disgnostics.
Disgnostics.
Disgnostics.
Diagnostics.
Diagnostics.
Diagnostics.
Disgnostics.
Disgnostics.
Disgnostics.
Disgnostics.
Disgnostics.

.Diagnostics.

x

T ® 0

Process

Process

Process

Process

Process

Process

Process

Process

Process

Process

Process

Process

Process

Process
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8. Key Management System
Certifiate Detaills

Purpose : This modules helps to configure KMS certificates details like Certificate thumbprint..etc

Key Management System / Certificate Details

ey Management Server £ Certificate Details

Left pane : User can see all the servers that we configured in KMSServer.json file.
Primary : the green primary badge indicates this ip/Server is primary server in KMS
Right pane :

Select KMS server/IP from left pane, will show all the installed certificates in certificate details area. Click
the ‘view/magnifier’ icon right to the certificate name to view Certificate details
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Certincate Information

Certificate Information
20180316121417

o

Email Address ssl_20180 17_user@tetherfi.com

Issuer E=ssl_admin@tetherfi.com, CN=www.ca2.tetherfi.com, OU=Tetherfi intermediate CA, O=Tetherfl Ltd, S=South East,

C=5G6
key Algorythm RSA

Slgnature sha256RSA
Algorythm

Thimbprint £579091D88571BEOCCO0DEIA29073967D5CEF7ES
valid From

Valid To

Column Name Description
Server order Will show serve order from KMS server
Port Server Port
Thumbprint Certificate thumbprint
AesKeyTTL Aes key

Update Certificate details :

This action will helps the users to update the Certificate thumbprint details.

9. Alert:
a. Alert Configuration

Purpose: This module lets the user configure the alerts for configured application.
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_ o»ﬁj Welcome Last Legin
Alerts | Alert Configuration

Singapore v Production

Log Files Monitor Windows Process Monitor

& Current Status m Process Execution time : 15 & Current Status
Seconds
4 Start Monitoring
¢ Start Monitoring
¢ Reload Win Process Monitor Configuration
& Reload Log Monitor Configuration
¢ Stop Monitoring
& Stop Monitoring
[FSLELELNT &3 Change Execution Time
15 & Change Execution Time

b. Alert Viewer

Purpose: This module will display the alerts generated for Tetherfi products. User can filter using
product name, date and time.

Allow Functions:
° Export Excel/PDF — export display grid in excel/PDF

° View alert — View details of alert

. View Log - View the log file of alert keyword

Search Criteria:

° Server Name: Name of server

. Process Name: Processes which is configured in server
. Start date and Time

° End Date and Time

. Alert status : open/closed

It will display below details.

Column Name Description

Log trigger Date Time Monitoring keyword written in log file

Module Name Name of module ( TMAC server, Text chat etc)

Keywords Detected keyword

Logfile name Name of log file

Log Text Full text of log line

Status Sent alert via SMS, Email

Closed date Time Once Administrator read alert and click closed that
date and time will save as closed date time.
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[3 TMC - Tetherfi Manager X ' G how to disable function = X ' € Fn key type numbersan: X { New Tab x - X

<« C | © 43.24561.180:2 Tetherfi_ ManagementConsole//Al

ment/AlertViewer 4

I3 Apps  For quick access, place your bookmarks here on the bookmarks bar. Impos narks now...

-

@ Dashboard Alerts / Alert Viewer

a Welcome Last Login :

£ system Management

e AT Tetherfi v SIT v WindowsProcess E All v 8/10/201612:00 [} @  11/12/2016 11:5 [ @ m
Voice process manager

9 utiities 18] Export to Excel | Export to PDF

Drag a column header and drop it here to group by that column

Configuration
og Trigger Date Time  Module Keywords Log File Name Log Text

w

a Closed Date
’! Connectivity check

12/11/2016 WindowsProcess wrdgws PrOCess IS i | 1y onagementCo. ‘mrdo‘.-.'.s process TMC.ManagementConsoleService[204384] is
12:42:41 PM stopping state in stopping state -
- ]
£ Dana
Logged in agents 12/11/2016 A Windows processisin o\ entCo,, | WINdOWS process TMC ManagementConsoleService[192120]'is (!]
Vindow: M
12:27:46 PM stopping state in stopping state
Wallboard =
Aux codes 12/11/2016 R —— wind?ws processisin | e —— W’lnd?ws process 'TMC.ManagementConsoleService[47472]' is in
11:56:32 AM stopping state stopping state
Auth server
Proxy server 11]2.-‘51;.;‘2;?1 . \‘:\rdl?;-:s [Ernt(ess iSin | 1c ManagementCo. ‘l'u‘\rldo‘.-.'ls pml(zlss "TMC.ManagementConsoleService[118760]'is = @
TS :53:42 Al stopping state in stopping state =
ﬂ Alerts 12/11/2016 e Windows process isin ., . Windows process TMC.ManagementConsoleService[154408]' is ]
2 Audit logs S0 v items per page 1-500f450 items &

%00 PM

< = I 9 & w4 ~o A& B P s N

c. Event Log Viewer

Purpose : this module will help the user to check event logs generated by system.

Allow Functions:
° Export Excel/PDF — export display grid in excel/PDF
. View alert — View details of alert
. View Log - View the log file of alert keyword
Search Criteria:
° Server Name: Name of server
o Log Type: Application/System
. Start date and Time
. End Date and Time

It will display below details.

Column Name Description
Log# Row identity
Event Id System Generated Event Id

Event record Id System Generated Id

Source Source originator

General Info Event description

DetailXML Event descriptin in xml format
DateTime DatTime the event triggered
LevelString Event level Eg : Information,Error

Task Category Category Eg : logon,windows update Agent
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% Welcome WIN-P4GGRD4U0SL \tetherfi Last Login : 04-03-2015 12:10:44

Event log Monitor

3/4/2019 11:59 PM

Tetherfi v Demo - Server v Application v 2/27/2019 12:00 AM

3] Export to Excel

Drag a column header and drop it here te greup by that celumn

General Info DetailsXML Date Time LevelString  TaskCategory

<Event xmins="http://schemas.microsoft. com/win/2004/08/events/event > <System < Provider
Name="MSSQLESQLEXPRESS'/> <EventID Qualifiers="49152'> 18456 </EventID> clLevel>0</Level> <Task>4</Task>
Keywords> <TimeCreated SystemTime='2019-02-26T16:00:23.0000000002 />
Login failed for user 'sa’. Reason: Failed to open the explicitly specified <EventRecordID>1173852</EventRecordID> <Channel >Application</Channel > <Computers WIN- 26/02/2019 00:30:23 | Logon
database 'SG_CFS_CMM'. [CLIENT: <local machine>] P4GGRD4U08L</Computer> <Security/> </System> <EventData> <Data>sa</Data> <Data> Reason: Failed to open the = PM
explicitly specified database 'SG_CFS_CMM'.</Data> <Data> [CLIENT: &lt;local machinetgt;]</Data>
<Binary>1{ 1 2D0050003400470047005200440034005500300038004C005C.

</EventData></Event>

<Event xmins="http://schemas.microsoft.com/win/2004/08/events/event > <System> <Provider
Name="MSSQL§SQLEXPRESS'/><EventID Qualifiers='49152'>18456</EventID> <Level>0</Level><Task>4</Task>
Keywords><TimeCreated SystemTime='2019-02-26T16:00:33.0000000002'/>

Login failed for user 'sa’. Reason: Failed to open the explicitly specified <EventRecordID>1173853</EventRecordID: <Channel>Application-/Channel > <Computers WIN- 26/02/2019.09:30:33 | L -
database 'SG_CFS_CMM". [CLIENT: <local machine] P4GGRD4UDSL</Computers <Security/> </System: < EventData> <Datasa</Data> <Data> Reason: Failed to open the ~ PM

explicitly specified database 'SG_CFS_CMM'.</Data> <Data> [CLIENT: &lt;local machineggt;]</Data>

<Binary>11 1 2D0050003400470047005200440034005500300038004C005C.

</EventDataz </Event>

<Event xmins="http: //schemas.microsoft.com/win/2004/08/events/event'> <System < Provider
Name="MSSQL$SQLEXPRESS'/> <EventID Qualifiers='49152"> 18456 </EventID; </Level> <Task>4</Task>
<Keywords>0x90000000000000 </Keywords> <TimeCreated SystemTime="2019-02-26T16: 33.000000000Z"/>
Login failed for user 'sa’. Reason: Failed to open the explicitly specified <EventRecordID>1173854</EventRecordID> <Channel > Application</Chann WIN- 26/02/2019 09:30:32 FailureAudit T

database 'SG_CFS_CMM'. [CLIENT: <local machine>] P4GGRD4U0SL </Computer> <Security/ > </System > <EventData> <Data>sa</Data> <Data> Reason: Failed to open the | PM
explicitly specified database 'SG_CFS_CMM'.</Data><Data> [CLIENT: &lt;local machinefgt;]</Data>
<Binary>184800000E0000001B000000570049004E002D0050003400470047005200440034005500300038004C005C. .

P °z 3 4 5 o rim 500 v items per page 1-5000f 5511 items &

1 harkas Reao

Tetherfi™ Technologies. 3.2.02.04

10. Audit logs:

a. LogSearch

Purpose: This module will let the user download or view the download logs based on the access
authorization set by the admin.

Allow Functions
e Search Logs -let the user search the contents of the log file.
e View/Download Logs-lets the user view/download logs based on the permission set by
the administrator.
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1. Search for the log location

tetherfi =

@ Dashboard Logs / Log Search

Qz System Management

Tetherfi
Configuration
D Ul Log Content Search
Connectivity check Log File Path:
L Q

«f
tetherfi

Welcome Last Legin

v IndiaLab Server-2 v

Drag a column header and drop it here to group by that column

Directory/FileName Directoryname Filesize Updated DateTime
$RECYCLE.BIN D:\$RECYCLE.BIN 0 I
fa Application Installer . .
Adhip D:\Adhip 0
* Social media messenger Applications D:\Applications 0
v
Line Configuration Avaya D:\Avaya 0
WeChat Configural
7 ~ 1 Backup_31 D:\Backup_31 0
Viber Configuration P -
Facebook Configuration T lmmmrsens -
50 v items per page 1-350f35items @&
© View/Refresh Search Result [ESF S
Tetherfi Indialab Server-2 v
Configuration
L3 utiities Log Content Search
Connectivity check Log File Path: D:\aApplications\Tetherfi\newTMC\TetherfManagementConsole\Tetherfi_ManagementConsoleService\Logs <
Data L Q
Alerts Drag a column header and drop it here to group by that column
Directory/FileName Directoryname Filesize Updated DateTime
Log Viewer
Log4Net - Copy.log D:\Applications\Tetherfi\newTMC\TetherfManagementConsole\Tetherfi_Ma 37348 03/07/2018 11:32:16 AM
Application Installer
[@ Logdnetlog D:\Applications\Tetherfi\newTMC\TetherfManagementConsole\Tetherfi_Ma. 35380 04/07/2018 01:19:53 PM

Sodal media messenger

Line Configuration

WeChat Configuration
Viber Configuration

Facebook Configuration

OGO [

Directory/FileName

© View/Refresh Search Result

Drag a column header and drop it here to group by that column

1-20f2items &

items per page

E ~ |

Directoryname Filesize Updated DateTime
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2. Search the log file contents in the file

T TMC - Tetherfi Managem: X [ dematetherficom:S5080, Speed Dial x|+ L — = B
< > c B |@ tetherfl.com = | 4 -

% Fipkan [l Jsbongcom @ Amazonin () Aliéxpress fN eBay

Logs / Log Search

tem Management

Tetherfi . IndiaLab Server-2 -
Configuration

Log Content Search

Di\applieations\Te THCKTetherf Cons erfi_t ConsoleService\Logs & View Log Files

+ Q
Drag a column header and drop it hera to group by that column
Directory/FileName Directoryname Filesize Updated DateTime
[ Loganat - Copy.log R tlons\Tatharfl\nawTMC\TatharfManagementConsola\Tatharfi_1a 37349 03/07/2018 11:32:16 AM

04/07/2018 05:06:19 PM

< <« @ - n 50 v itemsperpage 1-2ofakems o

[ o matc suarc o JURCRCY

Drag a column header and drop it here to group by that column

Directory/FileName i e Filesize Updated DateTime

=] W . = ® o ® B 4 m « ® & @B 3 & ~ T

T IMC - Totherfi Manageme % | &8 Spacd Dial x |+ = =
< > C 88 @ tatharfi.com: =Q o 3

% Fipkart [l Jsbengcom @ Amazonin (8 Alfxpress BB eBay

Enter Text to Search

Data

Alerts

4. After searching the log file
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= Spead Dial x |+ -

T TMC - Tetherti Manageme X | [B demo tetherficom;$5080/ %

< > C =m @ tetherfi.com =0 | 4° -

# Fipkart [l labongcom @ Amazenin (8 Alxpress BB eBay

Total 36 Result found

utilities

Connectivity chack

cial media ma
Line Configural
WecChat

iber Configuration

Facebook Configur

517PM
Ak

5. The result file

T IMC - Tetherfi Managerm: X | B8 Speed Dial * |+ - @ X
< > C 88 (=] tatherfi.com: B Q o
% Fipkart [ Jebong.com 8 Amazonin (8 Alibxpress [ eBay
2 writities Log Contant Search

Log Fila Path: D:\applications\TetherfiviewTMC\Tetherfra tconsoleiTetherfi_t onsoleservice\Logs\ [ view Loa Files |

0D a

Drag a column header and drop it here to group by that column

Direct:

v/FileName Directoryname Filasize Updated DateTime

A Log4net - Copy.log D:\Applications\Tetherfi\new TMC\TetherfManagementConsole\Tetherfi_Ma. 37348 03/07/2018 11:32:16 AM

LogaNet.log D:\Applications\Tetherfi\newTMC\TetherfManag ementConsole\Tetherfi_Ma. 40136 04/07/2018 04:21:17 PM

Iber Configuration

Facebook Configuration
il o *im 50 v | items per page 1-20f2items  ©

Open selected file
© vView/Refrash Search Result 0D a

Drag a column header and drop it here to group by that column

Diractory/FileName Directoryname Filasize Updated DatsTime

04072018170140.bxt D:\Applications\Demo\Tatherfi_ManagementConsoleService\LogSearchRes... 16121

04/07/2018 05:01:40 PM
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7. On clicking View file button

T TVC - Tetherfi Manageme % | BB Speed Dial % | +

< > C m | ® tetherfi.com

& Flipkart Jabong.com @ Amazanin Aligxpre:
Log Contant Search

Log File Path

Di\Applications\Tetharfi\newTMC\Tatharf Manage

tConsols\Tatharfi_ManagementConsolaSarvice\Logs ERIT
D a

Drag a column header and drop It here to group by that column

Directory/FileName Directoryname Filesize Updated DateTime

B Loganet -

™Ma, 37349 03/07/2018 11:32:16 AM

py.oo ©:\Applications\Tetherfi\newTMC\TetherfManagement Console\Tethe

Di\ApDications\Tethesrf\newTHC\TetherfHanagementConsole\Tethert_ta_ | ao1as | 04/07/2018 04521117 P11

nfigu
ber Configuration

@ - n (50« |kems perpage 1ozofziems o

‘Open selected file
Bl o

Drag a column header and drop it here to group by that column

Directory/FileName Directoryname Filesize Updated DatsTime

e ————

04/07/2018 05:01:40 PM

erfi Manageme % | B demastetherficomis5080, X

C = (@ tetherficam p -

B Fipkart [ Jabongeom B Amasenin [ Adxpress i) eney

[37] : 2018-07-03 12:16:18,043 [8] ERMOR THC.Utilities.ui. ceProcess - [ alliByServicelame] [Tetherfi THACServer2] : System. 1 ): Access is denled
At System.Disgnostics.ProcesiManager.OpenPracess(Int3z processld, Int32 accaiz, Boalsan throwIfExited)
at System.Diagnostlce.Process.GetProcessHandle(Int32 access, Boolean throwIfExited)
at System.Disgnostics.Process.GetPracessTimes()
at System.Dlagnastics.Process.get_StartTime()
at Thc.utilivies.wd Getpr 1zByServicemame (String zervicename):
[42] : 2018-07-03 12116:28,151 [B] ERAOR THC.Utilitles.wi - LsByServicelame] [Tetherfi THACServerS] : System. 1 on )i Access iz denled
at System.Disgnostics.ProcesiManager.OpenPracess(Intiz processld, Int32 accesz, Boalean throwIfExited)
at System.Diagnostlce.Process.GetProcessHandle(Int32 access, Boolean throwIfExited)
at System.Disgnostics.Process.GetPracessTimes()

at THC.Utilities.Windowsserviceprocess. GetProcessDetailsByServicename (String servicename):
[58] : 2018-07-03 12:45:32,506 [B] ERROR THC.Utildties.ud: ceProcess - LiByServiceName] [Tetherfi THACServer2] i System 1 on
at System.Disgnastics.processnanag Process(Int32 processid, Inti2 sccess, Boolean throwIfexited)
at System.Disgnostics.Process.GetProcessHandle(Int32 access, Boolean throwIfExited)
at System.Disgnostics.Process.GetProcessTimes()
at System.Disgnostics.Process.get_StartTime()
at TMC.Utilities.windowsserviceprocess . GetProcessDetailsbyServicename (String servicename):
[64] : 2018-97-03 12:45:33,008 [8] ERROR THC.Utilities.WindowsServiceProcess - [GetProcessDetailsByServiceName] [Tetherfi THACServerS] i System. 1 on ¢ )i Access iz denied
at System.Disgnostics.ProcessManager.OpenProcess(Intiz processId, Inti2 sccess, Booalean throwIftxited)
at System.Disgnostics.Process.GetProcessHandle(Int32 access, Boolean throwIfExited)
at System.Disgnostics.proce:
at System.Disgnosti
at TMC.Utilities.windowsserviceprocess.GetprocessDetailsbyServicename (Sering servicename)
[75] + 2018-07-01 12:43:35,725 [13] ERROR THC.Utilities.UindowsServiceProcess - [GetProcessDetailsByServiceNome] [Tetherfi THACServer] : System,ComponentModel.lin32Exception (0xBO0G4005): Access iz denied
t System.Disgnost. =z .OpenProcess(Int32 processId, Int32 access, Boolean throwIfxited)
at System.Disgnostics.Process.GetProcessiandle(Int32 access, boolesn throwlffxited)
at System.Disgnostics,Process.GetProcessTimes()
at System.Disgnostics.Process.get_StartTime()
at TMC,Utilities.WindowsServiceProcess.GetP DetsilsByServiceName(String servicensme):
[81] : 2018-07-03 12:43:36,411 [15] ERROR THC.utilities,uindowsServiceProcess - [SetProcessbetailsbyServicetiome] [Tetherfi_THACServer2] @ System.,C 1oudn ion ¢ »
o Proces:Mansger.Openfrocess(Int32 processId, Int32 sccess, Boolean throwIftxited)
at System.Disgnostics.Process.GetProcessHandle(Int32 access, Boolean throwlfexited)
ot System.Die ics.Process.OetProcessTimes()
StartTime()
at TMC,Utilities.WindowsServiceProcess.GetProcessDetailsfyServiceName(String servicename)
[87] : 2018-07-03 12:43:36,524 [15] ERROR THC.Utilities.uindowsServicePracess - [GetProcessOetallsbyServicetome] [Tetherfi _THACServers] : System.C Rt fon ¢ )t Access is denied
ysten. ics. .op =5(Int32 processId, Int32 access, Boolesn throwIftxited)
at System.Diagnostics.Process.GetProcessHandle(Int32 access, Boolean throwlfxited)
‘at System.Disgnostics.Process.GetProcessTimes()
StartTime()

Access iz denled

§lsbyServiceName (String servicenans)
Utilities.WindowsServiceProcess - [GetProcessDetailsByServicetiame] [Tetherfi_THACServer2] : System.cComp 1
g1 . OpenProcess(Int32 processld, Int32 access, Boolesn throwlfExited)

tProcessHandle(Int32 access, Baplean throwlfExited)

don ( )i Access is denied

)
" [GetProcessDetailsyServicelame] [Tetherfi_THACServerS] : Sy

Sce 8. GREPrOCE D

caMpme (St

[165] : 2018-67-63 12:52:00,321 [8] ERAROR THC.Utilities.uindowsServicePr

tem. Componentiodel.Win32Exception (BxBOG04005): Access is deni

Confidential Page 49 19 July 2019



10. On Clicking the Download button

<

atharficon % x | +

> C = | © tetherficom

% Fipket BN Jsbongcom B Amszonin Aliexpress BB eBay
Connactivity check

Log File Path:
L Q

D:\Applications\Tetherfi\newTMC\TetharfmanagemantConsole\Tether
Log Viewe

sctory/FileName

_Managem
Drag a column header and drop it here to group by that cols

Directoryname
@ Loganet - Copy.log
Application Instal

D:\applications\Tethe

hewTMC\TetherfManagemantConsole\Tetharf

Items per page

Download selected file

[ icw o sesve e RIS

Drag a column header and drop it here ta group by that col
Directory/FileName

Directoryname

[5)

[= ] M ! = - »
T TME - Tetheri Manager

x| B dematatherficomiss00, 3¢ pesd Dial < |+
< > c m|e tetherticom
% Fipkart [ Jabongcom @ Amazonin

Alerts

2 Albxpres: @B By
Dra a column header and drop it here to aroup by that column
Directory/FilaName Directoryname
I Ty

[ Loganet - Copv.log

D:\ADDH

t

Dawr
sChat Configurs

Fileg
ions\Tetherfl\newTMC\Tetherfranage mentConsol \Tath

ar Confias

Facebook Configuration

v items per page

[
© View/Refresh Search Result

selected

& B0

Drag a column headar and drop It hera to group by that column
sctory/FileName

Directoryname

vt o e sy

v ltems per page

® B 4 m =

Confidential
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Filesize

Loganat.iog D:\Applications\TutherTiiew THC\Tth erManagementConsle\tsthert_Ma.. | azsz0 |

4072018171701 .bxk D:\Applications\Demo\Tetherfi_ManagementConsoleService\LogSearchRes 16319

04072018171701.4xt

ma —
Loaanet.ioa D:\Applications\Tetherfiview THC\TethertMansgementConsoletatherti a.. | azsz0 |

«f
tetherfi

antconsolesarvice\Logs

Updated DateTime

03/07/2018 11:32:16 AM

04/07/2018 05:06:19 PM

1-20f2items &

Updated DateTime

04/07/2018 05:17:01 PM

- ge *17PM

(=}

=
e

03/07/2018 11

16 A

M

04/07/2018 05:06:19 PM

1-20f2items &

Updated DateTime

04/07/2018 05:17:01 PM
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11. Application Installer
a. Application Installation

Purpose:
This module allows the user to remotely install applications.

Allow Functions:
e Explore, view, download and delete files in application installation path.
e Create new folder.
e Upload and/or replace files in application installation path.
o View existing websites and Add new website.
e View existing web application and Add new web application.
e C(Create, Start and Stop windows services

Installer | Application Installer

Singapore v | Production =
Upload Files to Server Upload Files to Server
Installation Path: D:\Applications\Demol, £ View Folder structure Upload Path: D:\Applications\Dems\OCM_Bems_Dashboard m

D:'\Applications\Demo\OCM_Bems_Dash | @ | © 2] L W B2 ] Excel ¥ Replace the File in the destination  Select files...

Drag a column header and drop it here to group by that column

Directory/FileName Frsmr=me E==s Updated Web Application
& loganet.dll D:\Applications\Deme\OCM_Bems_Dashboard 287232 17/08/2,
Appl. Path : D:\Applications\Demo\OCM_Bems_Dashboard
[# Leggerdll D:\Applications\DemoOCM_Bems_Dashboard 8704 17/06/2]
B wewtonsoftdzon.dll D:\Applicatiens\Deme OCM_Bcms_Dashbeard 653824 18/06/2} Websites E ek Applications E
[# Newtonsoftson.xml Di\Applications\Deme\0CM_Bcms_Dashboard 674087 18/06/2] @ Default Web Site Started © Master_0CM Startad
} InterlinkDemo Started @ Master_OCMReports Started
[# packages.config D:\Applications\Demo\OCM_Bcms_Dashboard 144 0&/07/2}  Demo Started AdhecService Started
e @ IvRCallFlow Started
[ Renci.sshnst.dll Di\Applications\Deme\OCM_Bems_Dashboard 408064 17/06/2 e crte
[B Renci.Sshet.xml D:\Apglications\DemeOCM_Bcms_Dashboard 961463 17/06/2 Master_OCMPhrases Started
@FileShara Started
[# winBcmsClientServicevs.. Di\Applications\Demot0CM_Bems_Dashboard 3451 17/08/2 ) Started
Started
[ winBcmsClientService.vs..  D:\Applications\Demo\OCM_Bcms_Dashboard 450 17/08/2, Started
[ | -
Started
Wi o v )m T o oo 1-240f24items &
- .
Windows Service
VA : : 3 \ ” YL P
: DvApplications\Deme \START WorkAssignmentServertxt
pl. H
- LR PR [y —
Service Name = Tetherfi.WorkAssignmentServentxt E

B Create Windows Service. | B  Start Service. | [l Stop Service.
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Select The Servers and click on ‘View Button’ the default installation path will be displayed

< C @ Notsecure | demo.tetherficom:55080/Tetherfi_ManagementConsole/Installer/Applicaticinstaller
Dashboard o
(o) oo Installer / Application Installer
£ System Management
Configuration et v | |Demo - Server L . view |
Utilities Upload Files to Server Upload Files to Server
BRIy FEEE Installation Path: D:\Applications\Demo\ © View Folder structure Upload Path: Upload Location
Data
D:\Applications\Demo\ Q © B £ = B2 1) Excel ¥ Replace the File in the destination = Select files...

Alerts
Drag a column header and drop it here to group by that column
Log Viewer

Directory/FileName Directoryname Filesize 1 Wweb Application

Application Installer

Appl. Path : Web Appl. path

~ Websites E Web Applications

Social media messenger

Line Configuration
eChat Configuration
Viber Configuration

. windows Service
onfiguration

Appl. Path : windows Service path
Service Name : Windows Service Name
® Create Windows Service. | B Start Service. | ll Stop Service.

)« a » (e 50 v | items per page No items to display &

Click on view folder structure button, the system will display the folders within the installation path
selected.

Upload Files to Server

(o] o]

Installation Path: D:\Zapplicationsi\Demol, & view Folder structure

D:\vapplications\Demob, ] = (3] =3 [ ™ x| i3] Excel

Drag a column header and drop it here to group by that colummn

Directory/FileMName Directoryname Filesize
Root D:wapplications\Demao®, ]
AgentScript D:Zwapplications\DemolAgentScript a }
Backup D:Zwapplications\DemoyZBackup o
backups D:Zwapplications\Demoybackups o
BCAa D:Zwapplications\DemolyBCA o
BocmsDashboard D:Zwapplications\DemoyBomsDashboard o
BCMS__SerwviceTestTool D:Zwapplications\Demo\Z\BCMS_ServiceTestTool o
Chatul D:wapplications\Demao\ChatUI ]

[ |
=] - o 2 2 <4 »- -l 50 » | items per page 1 - 50 of 173 items
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Click on the folder you want to install the files in, it will be displayed as upload path.

Upload Files to Server

Installation Path:

D:\Applications\Demo\testfolder o © X m B ] Excel

Upload Files to Server

herfi

D:\Applications\Dema\, = w Folder structure Upload Path: D:\Applications\Demo'testfolder

Drag a column header and drop it here to group by that column

Directory/FileName

testfldr

testfolder

TetherfidAgentUtils

TetherfiFileUpload

TetherfiHttpProxies

Directoryname Filesize 1 Web Application

D:\Applications\Demo\testfidr 0
Appl. Path : D:\Applications\Demo'\testfolder

D:\Applications\Demo\testfolder

|#| Replace the File in the destination = Select files...

TetherfisgentDashboard D:\Applications\Demo\TetherfiAgentDashboard 0 ebsites E - iebipoiications E
TetherfidgentDashboard D:\Applications\Demo\TetherfiAgentDashboa. . 0
D:\Applications\Demo\TetherfiAgentUtils 1] Windows Service
D:\Applications\Demo\TetherfiFileUpload 1]
Appl. Path : D:\Applications\Demo\testfolder\testfolder
D:\Applications\Demo\TetherfiHttpProxies 1]
Service Name : Tetherfi.testfolder
D:\Applications\Demo\TetherfioCMWalboard 1]

TetherfioCMwalboard

M 4 1 a 3 4 v im 50 w items per page 51 - 100 of 173 items &

Click on “Select Files”, and choose the file /zip file you want to upload

o
=]
¥

Q
&
i
4

Confidential

System Management

Configuration

Utilities

Connectivity check

Data

Alerts

Log Viewer

Application Installer

Social media messenger

Line Configuration

WecChat Configuration

Viber Configuration

Configuration

Tetherfi v Demo- Server v

W)« 1°3 a (v)(m 50 v items per page 51-100 of 173 items &

M Create Windows Service. | B Start Service. | Il Stop Service,

Upload Files to Server @ Open X
i T > ThisPC 5 New Volume (D) v & | Search New Volume (D) 2
Installation Path: D:\ \testfolder
Organize v New folder - @ @
Ds\Applications\Demo\testfol Unified Commu ~  Name Date modified Type Size o Elm i
& OneDrive PStest 21253PM  File folder
Drag a column header and drop &) Release 0126:55PM  File folder
- - [ This PC ScoreData 1210:31 AM  File folder
2T i 8 3D Objects Shared 123:55PM  File folder
testfldr I Desktop Shell Script File folder
b SomeFolder File folder \testfolder
ocuments
testfolder testdeploy File folder
& Downloads ot e o
tetherfi ile folder 5
TetherfiAgentDashboard b Music Tetherfi SUN e folder Web Applications
[&=] Pictures T™MC ) File fold:
TetherfiAgentDashboard... eteldsr
B videos TMC Capture 7 File folder
TetherfiAgentUtils & Local Disk (€:) TMC Repository 6/18/2018 10:03 AM  File folder
— NewVolume(D: v 1 TetherfiMansgementConsolezip 8/29/2018T01PM  WinRARZIP archive  56684KB| v
TetherfiFileUpload
File name: | TetherfiManagementConsole.zip | [anFies [N ——
TetherfiHttpProxies Cancel
TetherfioCMwalboard D:\Applications\Demo\ TetherfloCMWalboard 0 l

) M Croaia Windons Saviee | - start sorvice. | [ SKEICRREY

Tetherfi™ Technologies.

2.01.6.25
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Upload Files to Server

Installation Path:

D:\Applications\Demo\testfolder

D:\Applications\Demo\,

e © B £ = 2

Drag a column header and drop it here to group by that column

Directory/FileName

testfldr

Directoryname

D:\Applications\Demo\testfldr

g3 Excel

Filesize

& View Folder structure

testfolder D:\Applications\Demo\testfolder —

« 1°3 4 3 - 50 w

o

TetherfiAgentDashboard

TetherfiAgentDashboard

TetherfidgentUtils

TetherfiFileUpload

TetherfiHttpProxies

TetherfioCMWalboard

D:\Applications\Demo\TetherfisgentDashboard
D:\Applications\Demo\TetherfiAgentDashboa.
D:\Applications\Demo\TetherfidAgentUtils
D:\Applications\Demo\TetherfiFileUpload
D:\applications\Demo\TetherfiHttpProxies

D:\Applications\Demo\TetherfioCMWalboard

items per page

o

51 - 100 of 173 items

(«]

-0

tetherfi

Upload Files to Server

Upload Path: D:\aApplications\Demo'\testfolder

¥ Replace the File in the destination = Select files...

2% TetherfiManagementConsole.zip

Upload files

Web Application

D:\Applications\Demo\testfolder

Appl. Path :

Websites ‘Web Applications

Windows Service

Appl. Path : D:\Applications\Demo\testfolder\testfolder

Service Name : Tetherfi.testfolder

@ Create Windows Service. | B Start Service. | Il Stop Service.

Click on Upload Files, the system will upload the selected files.

Upl

Installation Path:

oad Files to Server

D:\Applications\Demo\testfolder

D:\Applications\Dema\,

e © &4 * = 0

Drag a column header and drop it here to group by that column

Directory/FileName

testfldr

Directoryname

D:\Applications\Demo\testfldr

£ Excel

Filesize

B8 testfolder D:\Applications\Demo\testfolder _

Confidential

TetherfidgentDashboard

TetherfiAgentDashboard..

TetherfidgentUtils
TetherfiFileUpload
TetherfiHttpProxies

TetherfiOCMWalboard

L « 1 e 204 (3 L] 50 w

D:\Applications\Demo\TetherfiAgentDashboard
D:\Applications\Demo\TetherfiAgentDashboa...
D:\Applications\Demo\TetherfiAgentUtils
D:\Applications\Demo\TetherfiFileUpload
D:\Applications\Demo\TetherfiHttpProxies

D:\Applications\Demo\TetherfiOCMWalboard

items per page

Page 54

51 - 100 of 173 items

v}

< View Folder structure

Upload Files to Server
Upload Path: D:\Applications\Demo\testfolder

¥/ Replace the File in the destination = Select files...

a® TetherfiManagementConsole.zip

Web Application

D:\Applications\Demo\testfolder

Appl. Path :

Websites Web Applications

Windows Service

Appl. Path : D:\Applications\Demo'testfolder\testfolder

Service Name : Tetherfi.testfolder

® Create Windows Service. | & Start Service. | ll Stop Service.
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Upload Files to Server

& View Folder structure

£ NN -] ] Excel

Installation Path: D:\Applications\Demao\

D:\Applications\Demo'\testfolder o ©

Drag a column header and drop it here to group by that column

Directory/FileName Directoryname Filesize 1
testfldr D:\Applications\Demao\testfldr
B testfolder D:\Applications\Demo\testfolder _ I

TetherfidgentDashboard D:\Applications\Demao\TetherfiAgentDashboard
TetherfidgentDashboard. D:\Applications\Demo\TetherfiAgentDashboa... 0
TetherfidAgentUtils D:\Applications\Demo\TetherfiAgentUtils 0
TetherfiFileUpload D:\Applications\Demo\TetherfiFileUpload 0
TetherfiHttpProxies D:\Applications\Demo\TetherfiHttpProxies 0
TetherfioCMWalboard D:\Applications\Demo\TetherfiOCMWalboard 0
' |
M 4 1 ° 3 4 M 50 v items per page 51 - 100 of 173 items &

L8 System Management

Configuration Tetherfi v Demo - Server
D Wi Upload Files to Server

Connectivity check - p=
Y i Installation Path: D:\Applications\Demo, z

LA Alerts

Drag a column header and drop it here to group by that column

€ Log viewer

Directory/FileName Directoryname

@ Application Installer

48 social media messenger
v
Line Configuration

eChat Configuration
Viber Configuration

Facebook Configuration

Mia 1 e 50 v items per page

Page 55

iew Folder structure

D:\dpplications\Demotestfolder @ © @ & ®= B ] Excel

51-20f2items &

tetherfi

Upload Files to Server

Upload Path: D:\Applications\Demo'\testfolder

¥ Replace the File in the destination = Select files...

& TetherfiManagementConsole.zip

Web Application

Appl. Path : D:\Applications\Demo'\testfolder

(o]

Web Applications

Windows Service

Appl. Path : D:\Applications\Demo\testfolder\testfolder

Service Name : Tetherfi.testfolder

M Create Windows Service. | » Start Service. | ll Stop Service.

:

Upload Files to Server

Upload Path: D:\Applications\Demo'testfolder

¥ Replace the File in the destination | Select files...

i TetherfiManagementConsole.zip

Web Application

Appl. Path : D:\Applications\Demoltestfolder

Websites E

Web Applications

Windows Service

Appl. Path : D:\Applications\Demoltestfolder\testfolder

Service Name : Tetherfi.testfolder

® Create Windows Service. | B Start Service. | Il Stop Service.

File Upload Console ::

19 July 2019
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After Upload completes ,click on the extract button the system will extract files at the selected location.

Upload Files to Server

Upload Path: D:\Applications\Demo\testfolder En

| Replace the File in the destination = Select files...

[ Extract Files

Extract Files

Source File = D:\Applications\Demo'testfolder/TetherfiManagement

Overwrite
Always v

B Extract Files
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Files Sucessfully Extracted

D oot i

Click on ‘+’ symbol in websites to create, new website

Upload Files to Server

Upload Path: D:\ApplicationshDemo\testfolder En

+| Replace the File in the destination Select files...

wWeb Application

Appl. Path : C:ZvApplications\Demoh\testfolder

Websites E- web Applications =0

Windows Service

Appl. Path : C:Zapplications\Demo\testfolder\testfolder

Service Name : Tetherfi.testfolder E

M Create Windows Service. » Start Service. Il Stop Service.
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Fill in all the required details to create a website in IIS.

Create New Website

«f
tetherfi

Site Name * TestInstaller
Physical Path *
Binding T e *

g Typ http
Binding Port * 80

Host Name

ApplicationPool * TestInstaller v2.0
-.Net CLR Version *

w2.0
Managed Pipeline
Modeg e - Integrated

Enable 22-Bit (]
Application

*indicates mandatory fields

Sawve changes

D:ZvApplications\Demo\testfolder

x Close

On successful createion of website we

MNew Website Created

Binding Twvpe

Binding Port

Host Name

ApplicationPooal

-MNet CLR Vversion
w20

Managed Pipeline
Mode

Enable Z2-Bit
Application

=imdicates mandatory Fields=s

Confidential Page 58

Integrated

Sawve changes

> Close

19 July 2019



«f
tetherfi

Fill in the below details to create a new application

Create New Application

Application NMame

Application Path D:ZAapplicationsyDemoltestfolder\Tetharfi_ Managem

Site Testinstaller

| Enable Windows Authentication

| Enable Anonymous Authentication

Application Pool

-Net CLR W i
L= ersion v2.0

Managed Pipeline

Mode Integrated

Enable 22-Bit
Application

*indicates mandatory fields

Create New Application

Application Name * test__wWebAppInt
Application Path * D:‘ZApplications\Demo\testfolder\Tetherfi_ Managem
Site * TestInstaller

| Enable Windows Authentication

] Enable Anonymowus Authentication

Application Pool * test_wWebAppInt w2.0
Net CLR W i *
[ =] ersion W2 .0 -

Managed Pipeline

Mode . Integrated b

Enable Z2-Bit |
Application

=indicates mandatory fields
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Mew Web Application Created

Site ==

[ Enable Windows Authentication

] Enable Anonymous AsAuthentication

Application Pool *

-Met CLR Version *
w2.0 -

Managoed Pipeline

Mode - Integrated w

Emnable 32-Bit =
Application

Findicates mandatory fields

Web Application

Appl. Path : D:\Applications\Demo\testfolder\Tetherfi_ManagementConsole
Websites E Web Applications E
© Default Web Site Started O test_WebAppInt Started
U InterlinkDemo Started
' Demo Started
L gsl Stopped
) Test_Websites Started
® TestInstaller Stopped
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If the system finds a .exe in the insatallation loaction.The user can create a windows aervice by clicking on
Create windows service buttton.

Windows Service

. . Get Windows Service
Appl. Path : D:\Applications\Demo\testfolder\Tetherfi_Managem Name

Sarvice Name Windows Service Name E

B Create Windows Service. | » Start Service. | Il Stop Service.

Start/Stop/Recycle app pool

Click on the button that is highligtrd below

Web Application E

Appl. Path : Web Appl. path

Websites E Web Applications E

Windows Servire

Confidential Page 61 19 July 2019



«f
tetherfi

This will display a pop up,where the user has to select the name of the app pool

Application Pools

--Select-- v

© start App Pool § B3 Stop App Pool Z Recycle App Pool

On choosing a default app pool.

Application Pools

DefaultAppPool v

© start App Pool § B3 Stop App Pool Z Recycle App Pool
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12. Maintenance Module

a. System Restart

This module can be used to Restart remote server from TMC

= -
8 System Management
(3 utilities
Tetherfi Management Console
Network stat
Avaya CM Tetherfi Management Console (TMC) is the consolidated web-based application for administering Tetherfi products. Through the TMC interface, you
can configure all the Tetherfi Products, check the status of a Tetherfi components.
Database Queries
onfiguration Components Included
TMC will helps you to manage and control below components
WebrtcStats « TMAC - Tetherfi Multi-Media Agent Client
WebStats
Legal Notice
Connectivity check
- To prevent intrusions to your telecemmunications equipment, you and your peers must carefully program and configure:
ata
L\ Merts -
TCP/IP Facilities
%] Application Installer
A Logs standards Compliance
/& Maintenance Federal Communications Commission Statement
Restart Remote Server
SSH Trademarks
Downloading documents
Tetherfi 3.02.04.15

Select the server family and then select the server to re-start

Remote Server Restart

8 System Management
Tetherfi v Dev Server v O Restart
L utilities

Configuration
WebrteStats
Connectivity check
Data

Aerts

Application Installer

Logs

Maintenance

Tetherfi 3.02.04.15

On click of restart the system display a pop up for comments.
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g
tetherfl Are you sure,you want to restart the server ?

4 System Management Comments General Restart

L utilities
Configuration
WebrtcStats
Connectivity check
Data
Alerts
Application Installer
Logs

Maintenance

And on filling the comments and clicking restart the system will restart the remote server and ping it till
the system is up.

ql Welcome Last Login =

«f
tetherfi

2% System Management

Remote Server Restart

Tetherfi v Dev Server v 71 Restart

L utilities

Reboot Command executed successfully.

Configuration

Checking for server connectivity....
WebrtcStats

Conneciivity check

Data

Alerts

Application Installer

Logs

Maintenance

Tetherfi 3.02.04.15
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<f
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28 System Management

Remote Server Restart

Tetherfi v Dev Server v (e}

Utilities
Reboot Command executed successfully.

B O

Configuration

Checking for server connectivity....

]

WebrtcStats

1@-7ul-2019 ©2:5@:19 PM: Server has completed reboot process.

-

Connectivity check

(@

Data

Maintenance

n
@
]
.

Tetherfi 3.02.04.15
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b. SSH Modeule
This module will allow the user to run predefined linux commands

13.
a.

Confidential

.
tetherfi

#8 System Management
& utilities
Configuration
WebrtcStats

%  Connectivity check
£ b

Mlerts

2] Application Installer

A Logs

# Maintenance

Restart Remote Server

SSH

«f
tetherfi

SSH External Connector
- Select Server -- v

$$  Connect

Command

> Execute

Social Media Manager
Line configuration

Purpose:

This module allows the user to configure Line Webhook configurations.

Allow Functions:
e Change the following Line webhook account credentials

o Channel Secret
o Channel Access Token

Page 66 19 July 2019
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@ Dashboard

8 System Management

Configuration

2 utilities
Connectvity check
Data

Alerts

A Log viewer

€] npplication Installer

8 Social media messenger

Facebook Configuration

Submit button will save the entered values in the text box.

Reset button will display the saved values in the respective text boxes.

SMM / Line Configuration

Channel Secret

Channel Access Token (long lived)

e o

«f
tetherfi

Tetherfi

o,

Technologies.

Welcome Last Login

2.01.6.25

Clear button will clear the values in all textboxes.

Confidential
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b. WeChat Configuration
Purpose:
This module allows the user to configure WeChat Webhook configurations.

Allow Functions:
e Change the following WeChat webhook account credentials

o Appld
o App Secret
o Token

@ Welcome tzst1ogin
ca

.f _
tetherfi —

@ Dashboard

SMM / Wechat Configuration

& System Management meniid

App Secret
Configuration
Token

% Connectivity check

£ Data

L Aerts

€] Log Viewer

€3] Application Installer

% social media messenger
Figuration
WeChat Configuration
nfiguration

cebook Configuration

Tetherfi™ Technologies. 2.01.6.25

Submit button will save the entered values in the text box.
Reset button will display the saved values in the respective text boxes.

Clear button will clear the values in all textboxes.
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c. Viber Configuration
Purpose:
This module allows the user to configure Viber Webhook configurations.

Allow Functions:
e Change the following Viber webhook account credentials
o App key
o App Token

X f = Oa Welcome Last Login
tetherfi —
SMM / Viber Configuration
@ Dashboard

8 System Management App Key s

App Token :
Configuration

e o
m Utilities

b Connectivity check

£ D

L lerts
A Log viewer
€] npplication Installer

8 Social media messenger

figuration

Wechat Configuration

Tetherfi™ Technologies. 2.01.6.25

Submit button will save the entered values in the text box.
Reset button will display the saved values in the respective text boxes.

Clear button will clear the values in all textboxes.
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d. Facebook Configuration

Purpose:

«f
tetherfi

This module allows the user to configure Facebook Webhook configurations.

Allow Functions:

«
tetherfi

@ Dashboard

& System Management
Configuration

3 utilities

¥  Connectivity check
£ Data

L Aerts

€] Log Viewer

€3] Application Installer

& social media messenger

Line Configuration
WeChat Configuration

nfiguration

cebook Configuration

o

O
@)
O

SMM / Facebook Configuration

App User Id :

App Secret Key :

AppId:

Short Term Token :

Change the following Facebook webhook account credentials

App User Id

App Secret Key
App Id

Short Term Token

o,

(2 < [0 s [o]

Tetherfi™ Technologies.

Welcome Last Login

Submit button will save the entered values in the text box.

Reset button will display the saved values in the respective text boxes.

Clear button will clear the values in all textboxes.
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